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INTRODUCTION n the case of a hill cipher, decipherment uses the Eyample1: Use the matrix )
“Cryptography” (from the Greek kryptos, “hidden, inverse (mod 26) of the enciphering matrix. 2 1
secret” and grapho, “I write”) is the practice and study We saw that Ap=c, where A Is the invertible modulo 26 4 gptain the hill 2-cipher for the plaintext message ATTACK

of hiding information. In the language of cryptography, e€nciphering matrix, p Is the plaintext vector and c Is the
codes= ciphers, encoded messages=plaintext, coded corresponding ciphertext vector. Because A Is Invertible,
messages= ciphertext each plaintext vector can be recovered from the

Letter-by-letter substitution ciphers preserve the corresponding ciphertext vector by multiplying it on the left
frequencies of individual letters, making it relatively by A*(mod 26).

First we group the plaintext into pairs. We obtain
AT TA CK

Then we replace each letter with its numerical value
120 201 311

easy to break the code by statistical methods. p=A*c (mod 26) . e the nairs AT TA and CK we form the mafr et
. - - - _ _ 0 encipher the pairs AT, TA an we form the matrix products
Polygraphlc ciphers, by contrast_, In which each list of_n 3 Modular Arithmetic et =g b e S W R e S
consecutive letters of the plaintext (an n-graph) Is o | | 1 3 (1| =(61] =09 1 3 201 =123| =] 23
replaced bv another n-araph accordina to some kev. can Because of its Importance in cryptography, we will focus
P y grap g Y, e . 2 1| |20 22 | |22 2 1 1 41 15
be more challenging to break. The first systematic yet [0 @ few moments on some of the main ideas in the area of = = = = - 5 5 = 2 &4 L=
- S - modular arithmetic. 1 33| =[36] =10
simple polygraphic ciphers using more than two letters
per group are the Hill ciphers, first described by Lester _ | | _2 11 11 7] L0
Hill in 1929 It mis a positive integer and a and b are any integers, These correspond to the ciphertext pairs IV, WO, JQ.
METHODS then we say that a Is equivalent to b modulo m, written So, the ciphertext message is IVWOJQ.
a=b(mod m) E le 2 : Decode the Hill 2-cipher IVWOJQ which
Each plaintext and ciphertext letter except Z Is if a-b is an integer multiple of m. xample < - Decode the A _'C'p cf Q which was
assigned the numerical value that specifies his position Example: enciphered by the matrix A= | 1 3
In the standard alphabet. Z Is assigned a value of O 14=5 (mod 9) 44=4 (mod 8) - O the ‘A _d2 I 1_26
Every Integer a Is equivalent, modulo m, to one of the TSt w_e " _t el_nvergeo Moauio <o.
ABCDEFGHI JKLM integers 0,1,2...m-1. This integer is called the residue of a Ud€t(A)=1-6=-5=21(mod 26)
1 2345678951011 1213 modulo m and Z= {0,1,2...m-1} is called the set of residues Fromtable 21-*=5(mod 26)  _ _ —
NOPQ RSTUVWX Y Z modulo m. Al = 21| 1 -3 = 5 -15| =15 11
14 15 16 17 18 19 20 21 22 23 24 25 0 ~ Definition | | -2 1) 100 5 165
If ais a number in Zn, then a number a is called areciprocal The numerical equivalent of the ciphertext Is
1. Enciphering or multiplicative inverse of a modulo m if 9 22 23 15 10 17 L .
. . 1 =al a= 1(mod m). B T _ [~ _ [ 1 _ _
The process of converting from plaintext to aa” =a” a= 1(mod m) o 11| 91 =|287| =11 o 11123 = 1280|=|20
ciphertext is called enciphering. - Theorem 116 S5jl22l  1254) 201 116 Sf[15] [443] L3
1.a) Choose an invertible modulo 26 matrix with A square matrix A with entries in Zn Is Iinvertible modulo m 5 111 (10| = [237 | =1 3
integer entries: If and only If the residue of det(A) modulo m has a reciprocal 16 5| 47 245 | |11
- y "t £ e (i Corollary lelds the message ATTACK.
etters, addlntgha dumlmy Ietterh to If”.l ct)uttthletltast Ea'r.?f A square matrix A with entries in Z» Is invertible modulo m 4 °
necesgar)ll), I il Teplace each plalntext Aetier DY 1S it and only If m and the residue of det(A) modulo m have no DISCUSSIONS
numerical vaiue. common prime factors. Unfortunately, the basic Hill cipher is vulnerable because is
1.c) Successively convert each plaintext pair p:pz...pn _ completely linear. An opponent who intercepts n? plaintext/
Into a column vector and form the product Ap=c. We will A 54 are matrix A with entries in Z« is invertible modulo 26 | Ciphertext pairs can set up alinear system that can be solved.
call p a plantext vector and c the corresponding it and only if the residue of det(A) is not divisible by 2 or 13. CONCLUSIONS
ciphertext vector. Rec 's Modulo 26 o
1.d) Convert each ciphertext vector into its alphabetic eciprocals Modulo Even if Hill ciphers hardly have the currency of secret-key
equivalent. a 1 3 5 7 9 11 15 17 19 21 23 25 block ciphers, they do have interest at least for historical
| | at 1 9 21 15 3 19 7 23 11 5 17 25 reasons: they constitute the first general method for successfully
2. Deciphering RESULTS applying linear algebra to polygraphic ciphers.
The reverse process of converting from ciphertext In order to show the results of the Hill’s coding/ decoding ’ REdFAEFiENCEdSCh_ i VR
. : : : - ) owar nton an 'S ROrres- elementary Linear Algebra. Applications version
to plalntext 's called deuphermg. process we will use two examples. Lester S. Hill- Cryptography in an algebraic alphabet, Amer. Math. Monthly 36 (1929)



