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PROGRAMHIGHLIGHTS

and sponsors. The presentations were informative, the conversations wer|
stimulating, and the connections made argeto yielddevelopments in the field

aL 61 ydSR G2 GKFyl &2dz F3IFAYy F2N Ay
ga | INBIG SELISNASYOSd ¢KS 2 Nk Fahed 8t Uyfiversigg |+ &
¢ Jacob Young, ASU San Bernardino

Discussions drew attention to themanyways that SNA can be used to support efforts to uncover and disengage
illicit networks. This briefeport summarizes key implications farrime prevention policytacticalapplications and
understanding networkormation. The workshop was supported by: the California Endowment, the Department of
Justice (COPS Office), California State University, Long E&adhB)California State Universit§gan Bernardino
(CSUSB}he California Chiefs of Police Association, and Target (Corporate Security/Gove/ffa@s). The co
hosts were: Gisela Bichler, Ph.D., director of @anter for Criminal Justice Studi¢€CJR) at CSUSB and Aili Malm,
Ph.D., director of th&CON(lllicit Connections, Opaque Networks) Lab at CSEdrBnore details on the workshop,
please visitvww.illicitnetworks.org

G¢KS LINBaSyidlFdAaz2ya ¢SNE
intends to followrup with some of the presenters to
see if there is a possibilitg T NB a ST NOK

¢ Stephan Margolis, LAPD

Join us in Adelaide, AUS for the
6™ Annual lllicit Networks Workshop.

Hosted by Andrew Goldsmith,
Crime and Security Research Centre
Flinders University

Photos: From top to bottom and left to rightt NS a Sy i SNR& yI YSa |

Left: Gisela Bichle(CSUSBRIli Malm (CSULB), Steven Strang (RCRé&i Boivin(U.
Montreal), back James Densley (Metropolitan. Right:Becky Nash (CSULB)

Left: Martin Bouchard(Simon Fraser UniversityRight:Stacy Bush (CCJRjacey
Goldberg (CCIRpsmin Randle (CCR&son Gavel (ICON)

DavidDécaryHétu, University of Montéal
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|. PREVENTIO& ADMINISTRATIVIBOLICY

The social network analysis toolkit has innumerablapplications to support the
development, administration, and implementation of policies to prevent crime ar
combat terrorism. Four critical policy implications raised during the workshop oft
immediate take home lessons.

1. Inducing change in officer perceptions.
Jacob Youn@nd Justin Ready argue that networks influence the diffus
of attitudes toward the legitimacy of eofficer cameras. To maximiz
uptake, introduce new technology into clusters of officers throughout ti
agency.

2. Developing better interagency communication.

Russell Brewerdemonstrated that private interests effectively broke
information across the network of private and public agencies
strengthen crime control initiatives at the LA|LB Port Complex. Crim
justice agencies need private entities to bridge communication gaps.

3. Developing informants.
Robert Faulkner angric Cheneyfound that central actors of an equity
fundingfraaR RSFSO0G o0& GdzaNyAy3a aidl iSQ
advantage of opportunities to cheat the leaders of the fraudA
Ol Y RARI (i S @hRin tHelatéudtulieAoR agonspiracynetwork is a key
element to add to informant handling policy.

. . . Russell BewerFIinders University
4. Evaluating operational effectiveness.
Sean Everton anban Cunninghanargue that a package of kinetic (i.e. targeted removal) and-kioatic
techniques(i.e. psychological operations) was most effective in facilitating the downfall of a terr
network by isolating it from the population and other Jihadist groups.

David DécaryHétu and Dominique Laferriere show that carding markets (online forums wrstoden
private information is bought and sold) can be destabilized by using fake accounts designed to ha
trust status. This supporthe use ofsocial network analysis at every stage &ybil attack

Orchestratingand Evaluating &Sybil Attack

¢KS GSNXY a{e@oAf ! ddal
at Microsoft Research in 2002. The attack
involves four steps.
1. Register an account with an online market
forum.
2. Obtain a trusted statusraong market
participants.
3. Engage in business transactions as a
vendor.
4. Act opportunistically in each transaction.

Dan CunninghamPost Naval Graduate Schéol
Stacy BushCalifornia State University, San Bernardir

Dan and Stacy discuss her preliminary results that indicate the

. . . . onslaught of strategic drone attacks on the critical operatives
complete until air influence on market activity | - S Y A T S 1A & 2 e
is evaluated (step 5). of individuals within command central but not the geographic
seat of power.

DécaryHétu adds that assessment is the critica
final step, arguing that the attack is not




[I. TACTICAAPPLICATION

The workshop drew attention to the tactical applications afocial network analysis.
Efforts to disrupt criminal enterprise are strengthe when critical targets are identified
that cannot be easily replacedand weaknesses and actionable facets of illicit markets &
exposed.

1. Identifying targets to disrupt crminal networks.

Christian Leuprechaind Andrew Aulthouse show that chain and hub structure of international gun smugc¢
networks are regenerative. Most trade is instigated by individual suppliers exploiting gaps in system ovel

David Bright Catherine Greenhill, Alison Ritter, and Carlo Morselli found thatkine players in a druc
trafficking networkare best identified by the intersection of multiple factors. When identifying targets,

enforcementshould consider the interconnectivityf actors,their role within the criminal enterprise, and thei
access to essential resources.

Thomas Grund Rémi Boivin and Carlo Morselfind that while ce
offending relationships were relatively stable, once you control for 1
fact that some crime types are more frequently committed, there
actually less specialization than expected. This suggests that
offending is opportunity drive.

2. Uncovering actionable features of illicit markets

Rémi Boivinshowed that international smuggling activity differed acro
drug type and shipment size was related to practical issues associ
with the anticipated profit, means of transportatiomed perceived level
of risk.

Examining illegal weapons trade from the point of view of the buy
Carlo Morsellifound higher levels of opportunistic purchasing with
tightknit groups. This local market structure is cliquish which is oppo
to supplyoriented networks where brokerage is critical to the success
illicit trade.

Andrea Schepfer, Gisela Bichlerand Stacy Bush identify hidde
relations among SEC violators opéngtfortune 500 companies at the
time of the offense.While offenders weresocially isolated from the
network, a few organizations and a couple of SEC violators ur
violators and noroffending CEOs into a cohesive group.

Carlo Morselli& Rémi Boivin(back),Université
de Montréaltalk with Christian Leuprecht
Royal Military College of Canada

Research in ProgresBreliminary Findings

Posters byJuan FranquezJennifer Hagala and Mary Wood illustrated |
intricacies in the illicit global trade in small arms and ammunition: (
postconflict, weapons supermarkets are more apt to involve reciproc\
trade relations; (2) weapons embargoes significantly increase
formation o indirect trade relations; and, (3) a substantial portion of illic==#

trade in weapons flows into and out of Afribeading toEurope through %

; =i o
key port nations. FranquezCCJR Eric Cheney
Central Washington University

A poster byJasmin Randleshowed intra and intergang violence Preliminaryanalysis finds many local
hierarchies and few régrocated attacks among Bloods and Crips subsets in Los Angeles Cstaugy
Goldbergillustrates in a poster presentation the cohesion among Mexican DTOs that exists due to com
affiliations with US gangs.




[Il. UNDERSTANDINSETWORKORMATION

Developing greater insight into how networks form and evolve provides evidence uf
which we can build more accurate explanations of how illicit and dark networks differ frc
their legal counterparts.The presentationsalso touched upon how information gkned
through networks is used in various ways to shape subsequent activity. Three lesamans
drawn from the workshop.

1. Finding suitable coffenders.

Evan McCuishMartin Bouchard and Raymond Corradpresented research on homicide -offending
networks finding that for all homicide events,-offenders included individuals who previously had not be
identified in the ceoffending network.

Peter Carringtonfinds evidenceagainst thea CI 3A Yy ¢ Kel
offenders below the age of criminal responsibility are particula
attractive as ceoffenders for older offendersinstead, ceoffenders
are close in age (agemophily).

James Denslegnd Thomas Grungresented on ethit homophily and
triadic closure in gangs, extending support for the conclusion t
ethnicity matters for who ceffends with whom. By investigatin(
ethnic homophily separatelfor different ethnic groups, theghowed

that it is more pronounced for some groups.

Peter CarringtonUniversity ofWaterloo

2. Usinginformation to lure and keep people in a
network.

Becky NashMartin Bouchard and Aili Malmnargue that preforming
due diligence and trusting in regulatory agencies (SAC) increase:
initial investment in a fraud while consulting many types
information mitigates overall loss.

. . . Paolo CampangUniversity ofOxford
Paolo Campanaand Frederico Varesshow that information about

prior violent behavior is used within mafia groups to hold peoj
hostage and ensure individuals commit to organizational objectives.

3. Feeding off the network

Andrew Goldsmith and Russell Brewerexamined models of how
online information flow may suppoxriminal behavior They conclude
GKFG P GRAIAGHE RNRAFTGE SEAada
structured to highly fluid.The online environment allows otherwis
law abiding people to engag@ criminal behaviarit functionsas a
AONBSY 2N aAy@2f dSYSyili &aKASt RE

Geographic Networks

Russell Brewer & Andrew Goldsmith

- . : . Flinders Universi
The workshop touched upon thdility of integratinggeographyinto ners University

networksthrough a poster bylanet EnriqueZThis study combines an
estimation procedure called interstitiprobability estimatingwith

network modeling toidentify thetravel segments th& A commuter
rail systenthat are perceived to have poor place management and
high levels of passengen-passenger aggression

Right picture:Janet EnriquezCCJRliscusseshe geonetwork
estimationmodel withCrystal English, San Diego State Univers




