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A B S T R A C T

Health information exchanges (HIEs) are multisided platforms that facilitate the sharing of patient health in-
formation (PHI) between providers and payers across organizations within a region, community or hospital
system. The benefits of HIEs to payers and providers include lower cost, faster services, and better health out-
come. However, most HIEs have configured the patient healthcare consent process to give all providers who sign
up with the exchange access to PHI for all consenting patients, leaving no control to patients in customized what
information to share and with who. This research investigates the impact of granting greater control to patients
in sharing their personal health information on consent rates and making them active participants in the HIEs
system. This research utilizes a randomized experimental survey design study. The study uses responses from
388 participants and structural equation modeling (SEM) to test the conceptual model. The main findings of this
research include that patients consent rate increases significantly when greater control in sharing PHI is offered
to the patient. In addition, greater control reduces the negative impact of privacy concern on the intention to
consent. Similarly, trust in healthcare professionals leads to higher consent when greater control is offered to the
patient. Thus, greater control empowers the role of trust in engaging patients and sustaining HIEs. The paper
makes a theoretical contribution to research by extending the unified theory of acceptance and use of technology
(UTAUT) model. The findings impact practice by providing insights that will help sustain HIEs.

1. Introduction

Health information exchanges (HIEs) are multisided platforms that
facilitate the sharing of patient health information (PHI) between many
participating sides: patients and various types of providers, such as
hospitals, primary care physicians, and lab test providers [1]. Typically,
providers import patient medical records to exchanges or their edge
servers for other physicians to access when needed. Patients often see a
variety of physicians for the different ailments at different points in
time over their lifespan, and this makes their medical records highly
fragmented. HIEs allow for integration of a patient’s record from mul-
tiple sources across the time horizon. This makes the entire patient
history available to any physician treating the patient prior to the de-
livery of care. The benefits stemming from such a practice are the
avoidance of duplicate tests, when possible, and the availability of the
record itself. This potentially could lead to greater practice efficiency
and lower costs for payers (i.e., insurance companies) who now do not
have to pay for duplication. Providers also benefit by having the entire
patient information available for making decisions about patients. This
helps providers make quality decisions about the patients’ conditions

which as a result, reduces medical errors and improves health out-
comes. While the financial benefits of provider practices are not well
established, federal incentives and penalties stemming from meaningful
use initiatives provided the motivation for greater participation.
Availability of patient records to providers also ensures that patients do
not receive prescriptions that interact with other prescription drugs
they are taking. This leads to better patient safety.

As HIEs are structured, the parties that benefit the most are the
payers (i.e., insurance companies) and, to an extent, physicians, re-
garding cost and practice efficiencies. Patients do benefit not necessa-
rily by lower cost, as such savings are often not passed on to patients,
but by the availability of their medical history to the attending pro-
vider. For example, when a patient shares his or her PHI with providers
and as a result, unnecessary tests are avoided, the insurance company
saves the cost of the eliminated redundant tests. However, the in-
surance premium for that patient does not decrease because of savings
that the insurance company incurred when the patient shares his or her
PHI. HIEs benefit payers and indirectly providers, on occasion. HIEs
cannot share patients’ PHI with physicians who are part of the health
exchange without getting consent from the patients [2].
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The survival of exchanges is therefore linked to provider adoption of
HIE (become a participating member of the HIE network). Physician
adoption is better if a greater number of patients consent to sharing
information; however, consent rate is still not up to the expectations
[3]. Research on improving the adoption of HIEs is currently focused on
the adoption of providers [4]. Further, most patients are passive par-
ticipants of exchanges even when they opt to share, as they are only
informed of their benefits that stem from consenting to share their PHI.

However, if patients become active participants in HIEs, this own-
ership and participation relationship could change the dynamics re-
garding sustainability of HIEs. Further, it could also open up avenues
for revenue generation and a wide variety of specialized services that
HIEs can offer in the future. This is especially true as HIEs of the future
will likely contain the medical records of other family members, and
these can be harnessed for better preventive care, among other things.
For example, in the future, patients may be able to choose to share their
health information among family members. This could help healthcare
providers make even better decisions when the entire family history is
available. A mechanism for HIEs to engage patients is to offer more
control to the patients who want to share their personal health in-
formation.

The privacy rule of the Health Insurance Portability and
Accountability Act (HIPAA) grants covered healthcare providers as
HIEs the right to tailor patients’ consent forms, material, procedures,
and options as appropriate1. In addition, state privacy laws vary. It is
this provision—that is, the broad level at which the regulations of the
HIPAA have been defined with regard to data in HIEs—that has led to
implementations by HIEs that violate the principle of least privilege.
Most healthcare providers do not grant patients any level of granularity
in controlling which information they share or with whom. This paper
studies the impact of providing patients greater control in managing the
sharing of their medical records on consent. This paper attempts to
answer two main research questions: Will greater control in PHI sharing
yield higher HIEs consent? How does greater control in PHI sharing
change the relationship between independent variables (e.g., privacy
concerns and health concerns) and intention to consent? Using a ran-
domized experimental survey design, this paper tries to answer these
questions. This research contributes to theory by extending the unified
theory of acceptance and use of technology (UTAUT) model in the
context of sharing health information electronically. This paper also
provides practical insights on how to sustain HIEs and increase consent
rate by offering greater control in PHI sharing to patients.

2. Background

2.1. Literature review

Most of the current research is focused on investigating the barriers
of adoptions for healthcare providers, and finding ways to ease the
process and enhance the experiences [5]. Although the patient is the
central beneficiary of the technology in terms of improved health out-
comes and reduced medical errors, limited literature has investigated
the patients’ side of the equation [4]. This section highlights some of the
literature in the information sharing in health information systems. In
general, HIEs are positively considered. However, this attitude does not
translate into sharing intention or behavior. Yaraghi, Sharman [6]
suggest that older and female patients have a higher tendency to
sharing their PHI via HIEs. Caine and Hanania [7] findings suggest that
patients do not want all of their medical information shared with all
possible recipients. Although in these authors’ study the type of in-
formation that can be shared and the type of recipient that can access
the information varied by patients, all patients agreed to partial access.

On the contrary, Adams, Budden [8] reported that the majority of

respondents would not restrict access to their shared information. Also,
Hassol, Walker [9] found that most patients had a positive attitude
toward the user of their information in the electronic health record
(EHR) and were mostly not concerned with the privacy of their in-
formation. Likewise, Ancker, Edwards [10] indicated positive con-
sumers’ attitude towards the use of HIEs and suggested addressing se-
curity concerns. Simon, Evans [11] investigated the barriers to consent
with 62 patients in a focus group. The study reports three main con-
cerns: security concerns, lack of knowledge of possible benefit to an
individual’s health, and the need for more information about the con-
sent process. Grande, Mitra [12] found that the sensitivity of the in-
formation is not a barrier for sharing. Patients focus more on how the
information will be used, rather than what information is used.

Tripathi, Delano [2] highlighted the significance of reaching out to
patients on the willingness of personal health information through
lessons learned from The Massachusetts eHealth Collaborative
(MAeHC). Angst and Agarwal [13], on the basis of a survey with 366
participants, argued that patients can be persuaded to have their in-
formation digitalized and used in the EHR. Dhopeshwarkar, Kern [14]
stated that patients trust physicians, but do not trust employees when it
comes to having access to health information. A survey of 170 residents
in New York State shows that most people want to know who viewed
their information [15]. Platt and Kardia [15] suggested that perceived
benefits and quality of care are positively associated with more en-
gagement in the system.

Dimitropoulos, Patel [16] argued that most patients agree on the
benefits of sharing their health information, but they want to tailor the
information that is shared. Weitzman, Kelemen [17] argued that pa-
tients do not want to share information about sexually transmitted
diseases with providers. Yasnoff, Sweeney [18] emphasized the need to
investigate ways to overcome barriers to health information sharing
and increase sharing.

Demirezen, Kumar [19] suggested that HIEs have to offer value-
added services to attract more healthcare providers and sustain the
systems. Yaraghi, Du [20] explored drivers of the adoption of HIEs by
healthcare providers and found that HIEs have large market share, and
a high number of shared patients are more likely to adopt these systems
than others. Despite the vast extant of studies relating to HIEs and
concerns about security, prior research did not address the issue of HIEs
by providing a personal health record (PHR) system to patients. This
research is important as PHRs offered to patients by HIEs could improve
patient involvement and engagement with HIEs, thereby improving
their sustainability.

2.2. Conceptual model development

This work adapts the UTAUT model [21] to the context of HIEs. This
study investigates how privacy concerns, trust in healthcare profes-
sionals, perceived usefulness, health concerns, and social influence af-
fect the intention to consent. It also explores how offering patients
greater control in sharing their PHI impacts this relationship, as Fig. 1
shows. This paper integrates trust and privacy concerns in the UTAUT
model because they have been identified as main factors affecting the
use of health information technologies [22,23]. Health concern is used
as a facilitating condition in the healthcare context. In addition, this
research tests how the UTAUT model changes if the sharing setting in
HIEs changes. The following Sections 2.2.1-2.2.6 present arguments for
all hypotheses in this study.

2.2.1. Patient control over PHI sharing
The literature cites many examples of the impact of greater control

on the intention to disclose private information. For instance, in 2009,
Facebook added a policy that allows its users to choose the recipients of
each wall post, and Cavusoglu, Phan [24] investigated the causal effect
of granting Facebook users more control over which information they
can share and with whom. Their findings indicate that the new policy1 45C.F.R. § 164.506(b).
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increased open disclosure. In the context of HIEs, more granularity in
control translates into giving patients the right to choose which health
information they share and with whom.

According to Slovic [25], people are prepared to take greater risks
when they have more control. He suggested that in behavior that may
have risky consequences the perceived level of control predicts in-
dividuals’ willingness to engage in that behavior. Brandimarte, Acquisti
[26] suggested that people are more willing to share sensitive in-
formation when they have more control over what is shared. In an
experiment focused on online information disclosure, they found that
people were more likely to disclose sensitive information when they
could control the release of that information.

When Patel, Dhopeshwarkar [27] surveyed low-income consumers
about their attitudes toward electronic sharing of their health records
among providers, they found that the majority believed this practice
would decrease the privacy and security of their health records. In
another study that involved more than 1800 participants and focused
on the benefits and concerns associated with HIEs, Dimitropoulos, Patel
[16] reported that 70% of the participants were concerned about the
privacy of their information.

Ancker, Edwards [10] suggested addressing privacy concerns by
reaching out to patients and emphasizing policies in place that protect
their privacy. This paper argues for an implementation strategy that is
more empowering in the way it addresses privacy con-
cerns—specifically, granting control to patients over their personal
health information at a very granular level.

In the HIEs context, if patients are uncertain why or how their in-
formation will be used or shared, they may develop a lack of trust in the
system, which, in turn, makes them less willing to engage with it [28].
Eliminating uncertainty about who will access the information and
which information will be accessed should lead to more engagement.
Greater control placed in the hands of patients makes patients more
comfortable regarding the security and the privacy of their health in-
formation. Therefore, the author hypothesizes that:

H1. More control over the mechanism of information sharing will be
positively associated with intention to consent.

2.2.2. Privacy concerns
The definition of privacy centers on the right that people have to

decide which information they wish to disclose to others [29]. In the
past, the impact of privacy concerns on the intention to share personal
information was investigated extensively in the context of the Internet
and e-commerce. Privacy concerns are the biggest barrier when it
comes to sharing personal health information [30]. In 2015, The Na-
tional Telecommunications and Information Assurance (NTIA) reported
that 50% of the users limited or abstained from online activities due to
concerns over the privacy of their information.

Cushman, Froomkin [31] suggested that the perception of privacy
depends on the granularity of control that patients have over their
health information. A potential drawback of sharing information in
HIEs, as the author noted earlier, is the risk of invasion and violations of
patient privacy. The very fact that most HIEs allow all participants in
the HIEs to access all patients’ health information renders PHI vulner-
able to misuse and unnecessary access (in other words, snooping). PHI
typically includes very private and sensitive information that patients
may not want to share with irrelevant users. The fear stemming from
the negative consequences of having private information released to the
public is likely to drive patients away from sharing PHI. Therefore, the
author hypothesizes:

H2a. Privacy concerns are negatively associated with the intention to
consent.

H2b. More control over the mechanism of information sharing will
influence the association between privacy concerns and intention to
consent.

2.2.3. Social influence
Social influence is one of the main factors in the UTAUT model [21].

Social influence has been recognized as an influencing factor on peo-
ple’s behavioral intention [32]. Levine and Moreland [33] emphasized
that when people have to make individual decisions, they are highly
influenced by the judgments of other people who are close to them.
Social influence is a reason why people may or may not donate [34]. In
the healthcare context, Kim and Park [35] suggested that social influ-
ence plays an important role in promoting the use of health information

Fig. 1. Conceptual model.
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technology among patients.

H3a. Social influence is positively associated with the intention to
consent.

H3b. More control over the mechanism of information sharing will
influence the association between social influence and intention to
consent.

2.2.4. Trust in healthcare professionals
Trust in healthcare professionals refers to the extent to which a

patient has trust in physicians and users of the system who have access
to the patients’ information. Consent to sharing personal health in-
formation implies that patients give users the right to view personal
information, such as lab tests, medication prescriptions, medical con-
ditions, doctors’ notes, and personal data (e.g., name and age). This
includes sharing irrelevant sensitive medical history with primary care
physicians providing care for an entirely different health problem. Trust
in users is a major factor in the health information context [36], thus it
should be included in the UTAUT in the healthcare context. Li et al.
[37] argued that patients who trust in clinicians are positively asso-
ciated with the attitude towards sharing personal health.

Dhopeshwarkar, Kern [14] stated that patients trust physicians
when it comes to having access to health information. However, most
people want to know who viewed their information. For patients with
HIV, trust in clinicians is associated with a positive attitude toward
sharing health information [38].

H4a. Trust in healthcare professionals is positively associated with the
intent to consent.

H4b. More control over the mechanism of information sharing will
influence the association between trust in healthcare professionals and
intention to consent.

2.2.5. Health concerns
The expression “health concerns” refers to the degree to which

health concerns are part of an individual’s daily lifestyle. Bulgurcu,
Cavusoglu [39] suggested that people’s beliefs about the consequences
of a behavior have a direct influence on their intention to engage. The
commonly held belief is that when a person’s entire medical history is
available at hand, the delivery of health can be better tailored at an
individual level, resulting in better quality and timely care [40]. When
patients consent to share their PHI with providers, they are expecting
physicians to use this information make better decisions [27]. Thus,
patients are sharing information because they are concerned about their
health and want to seek a better health outcome through giving doctors
the information they need to give better opinions. Therefore, the higher
the health concern, the higher the individual’s willingness to consent.

H5a. Health concerns are positively associated with the intention to
consent.

H5b. More control over the mechanism of information sharing will
influence the association between health concerns and intention to
consent.

2.2.6. Perceived usefulness
The UTUAT model defined performance expectancy as the degree to

which the system can help users of the system to achieve better goals
[21]. In the healthcare context, patients’ goals correspond to outcomes
and services related to their personal health. Therefore, in this study the
author defined “perceived usefulness” in the health information context
as the degree to which patients believe that the system will help them
achieve better health outcomes. Yaraghi [41] suggested that HIEs re-
duce costs, Carr, Gilman [42] argued that HIEs improve health out-
comes, and Williams, Mostashari [43] emphasized that HIEs improve

the quality of service to patients. Platt and Kardia [15] suggested that
perceived benefits and quality of care are positively associated with
engagement in the system. Ancker, Edwards [10] used data from The
Empire State Poll of adults in New York State and found that the ma-
jority of respondents believe HIEs improve the quality of care. Fontaine,
Zink [44] found that improving the quality of care is a motivator for the
adoption of HIEs.

H6a. Perceived usefulness is positively associated with the intention to
consent.

H6b. More control over the mechanism of information sharing will
influence the association between perceived usefulness and intention to
consent.

3. Methods

3.1. Procedure

This research utilizes responses from 388 participants through
Amazon Mechanical Turk (MTurk) which is an online survey adminis-
tration platform that allows for efficient collection data from partici-
pants. Participants are recruited through Amazon Mturk and financial
incentive is provided to participants who complete the survey through
Amazon. Participation in the study was limited to people who reside in
the United States and are at least eighteen years old. MTurk is as reli-
able as traditional pools [45]. An online survey has been used in top
information systems journals in the context of sharing health informa-
tion electronically [13]. MTurk has a reliable, valid, and effective data
collection approach [46]. Participants were randomly assigned to one
of two groups: (A) Binary Sharing Setting or (B) Customized Sharing
Setting.

A Binary Sharing Setting represents a sharing mechanism in which a
patient shares all of his/her personal health information with all par-
ticipating providers or shares nothing at all. A Customized Sharing
Setting is a mechanism in which a patient can choose what PHI to share
and with whom.

Fig. 2 shows the procedure by which participants took the survey.
The study included 388 participants in which 195 participants were
randomly assigned to group A and 193 participants were randomly
assigned to group B. All participants were asked the same questions
regarding the antecedents, which include privacy concerns, trust in
healthcare professionals, perceived usefulness, health concerns, social
influence, and demographics.

3.2. Data description

At the outset, the author cleaned the data by removing all invalid
responses. Of the 388 participants, about 41% were male and 59% were
female. The mean age for the participants was about 39. The oldest
person in the sample was 78 year old and the youngest was 19.
Approximately 61% of the participants had at least one chronic disease.

3.3. Constructs

All constructs were operationalized using existing scales from pre-
vious studies. In this study, the items from the original scale were
slightly modified to be suitable in the healthcare context. The ques-
tionnaire consisted of items measuring constructs in the conceptual
model; the respondents scored each of these questions on a five-point
Likert-type scale (1= strongly disagree to 5= strongly agree). The
items for intention to consent and trust in healthcare professionals were
adapted from Malhotra, Kim [47] work. The items for social influence
were adapted from Wu [48] study. Privacy concerns construct was
adapted from Dinev and Hart’s [49,50] works. The items for perceived
usefulness were adapted from Davis [51] research. The items for health
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concerns were adapted from Jayanti and Burns’s [52] study. Control
was a dummy variable (1= group B – Customized Sharing Setting,
0= group A – Binary Sharing Setting). Gender and number of chronic
diseases were used as control variables (see Table 1).

3.4. Measurement model fit

Confirmatory factor analysis (CFA) was used to assess the validity of
the measurement model. All multiitem constructs were included in the
CFA that was performed using AMOS 24. The results are reported in
Table 2 and shows that the CFA loadings for the constructs are very
high and significant. The values of fit indices for the author’s mea-
surement model exceeded the threshold, showing an excellent fit of this

model (X2/DF is 1.884, root-mean-square error of approximation
(RMSEA) is 0.048, comparative fit index (CFI) is 0.98, and Tucker-
Lewis fit index (TLI) is 0.975). Hu and Bentler [53] reported the fol-
lowing threshold to represent excellent fit: X2/DF < 2, RMSEA <
0.06, CFI > 0.95, and TLI > 0.95.

3.5. Reliability, validity, and multicollinearity

Composite reliability and Cronbach alpha were used to establish the
reliability of the constructs. The scores of composite reliability for all
the constructs exceeded the threshold of 0.70 [54]. Table 2 shows the
scores of composite reliability, which ranged between 0.789 and 0.968.
The Cronbach alpha values were also well above the cutoff value of

Fig. 2. Procedure.

Table 1
Constructs items.

Construct Code Items

Trust in health
professionals

Users (such as doctors, administrators, and nurses) of HIEs ...
THP1 are credible.
THP2 are trustworthy.
THP3 adhere to a set of principles (e.g., honesty and promise keeping) that I (the patient) find acceptable.

Privacy concerns PC1 I am concerned about threats to the privacy of my electronically stored personal health information.
PC2 All things considered, I believe the privacy of my electronic personal health information is seriously threatened.
PC3 I am concerned that my electronic personal health information could be misused.

Perceived
usefulness

PU1 Overall, using HIEs will be advantageous.
PU2 The advantages of HIEs will outweigh the disadvantages.
PU3 HIEs will be of beneficial to me.

Health concerns HC1 I always worry about my health.
HC2 I worry about my health more than other people worry about their health.
HC3 My health is a concern in my life.

Social influence SI1 People who influence my behavior would think that I should consent to HIEs.
SI2 People who are important to me would think that I should consent to HIEs.
SI3 People who are important to me recommend consenting to HIEs.

Intention to
consent

Binary Sharing Setting group:
Sharing setting (Share everything with everyone):
Patients have to share all personal information with all healthcare providers or share nothing.
Customized Sharing Setting group:
Sharing setting (customized):
Patients have the right to select the type of information to share and who to share it with.
—————————————————————————————————————————————————————————————————————-
——————————
Under this setting, as a patient...
INTALL1 I am likely to consent.
INTALL2 I will probably consent.
INTALL3 I am willing to consent.
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point 0.70 [55]. Table 3 reports the Cronbach α values, which ranged
between 0.78 and 0.97. These results establish the reliability of all
multiitem constructs in the study.

Convergent validity is assessed by calculating the average variance
extracted (AVE), where each indicator is related to only one construct.
The AVE values for all constructs exceeded 0.5, which is the necessary
threshold, and thus established convergent validity for the construct
[56] (see Table 4). In addition, the exploratory factor analysis (EFA)
showed strong loading on the items that belonged to the same questions
under their relevant factor. Discriminant validity was established as the
AVE values for any two constructs exceeded the squared construct in-
tercorrelation for each pair [56]. Table 5 shows the AVE scores and the
correlation matrix. In addition, the EFA results show that items of the
same construct loaded low on other factors and high on their relevant
factor, and thus established discriminant validity (see Table 3).

In order to test for multicollinearity, the variable inflation factor

(VIF) was used. According to Tabachnick and Fidell [57], a VIF greater
than 10 suggests an existence of multicollinearity between factors.
Table 4 shows the VIF for all variables; the maximum VIF is 1.90 which
is well below the threshold of 10. Therefore, the results show that the
model does not suffer from multicollinearity.

4. Results

SAS 9.4 was used to recode the data and AMOS 24 was used to run
the analysis. Structural equation modeling (SEM) was used to test the
hypothesized model. Estimates derived from the SEM analysis were
used to test the research hypotheses. Table 5 shows the results for three
models: Model 1 includes all participants, Model 2 includes participants
of the Binary Sharing Setting group, and Model 3 includes participants
of the Customized Sharing Setting group. The first section of the results
reports the overall relationships between each of the independent
variables and the intention to consent. It also shows the direct impact of
granting greater control to the patient on the intention to consent. The
second section of the results shows the relationships for each of the two
groups [(A) Binary (B) Customized] and the difference in the relation-
ships between the groups.

4.1. Overall influence

Fig. 3 shows the results for the overall impact of greater patient
control in sharing PHI on the intention to consent, as well as the overall
influence of the independent variables on intention to consent. The
model includes all 388 participants, and overall the values of fit sta-
tistics of the structural model indicate a good model fit. For example,
the CFI= 0.976, TLI= 0.971, RMSEA=0.044, and χ2/df= 1.739 in-
dicate an excellent model fit [53]. The model explains 50.1% of the
variation in the intention to the consent variable, which indicates an
excellent R2 [58].

The path coefficient of the customized sharing setting (CSS) in
model 1 is positive and significant (βCSS= 0.283, p < .001), sup-
porting Hypothesis 1 and indicating a significant increase in the in-
tention to consent through granting patients greater control in sharing
their PHI.

Hypothesis 2a proposes a negative relationship between privacy
concerns and the intention to consent. The path coefficient was nega-
tive and significant (βPC=−0.149, p < .01), suggesting that in gen-
eral more extensive privacy concerns yield a lower intention to share,

Table 2
Results of the measurement model.

Variable Item Loading P-value Composite
reliability

Intention to consent INT1 0.969 < 0.001 0.968
INT2 0.952 < 0.001
INT3 0.939 < 0.001

Privacy concerns PC1 0.782 < 0.001 0.838
PC2 0.785 < 0.001
PC3 0.819 < 0.001

Trust in health professionals THP1 0.919 < 0.001 0.921
THP2 0.888 < 0.001
THP3 0.869 < 0.001

Perceived usefulness PU1 0.83 < 0.001 0.88
PU2 0.866 < 0.001
PU3 0.832 < 0.001

Social influence SI1 0.891 < 0.001 0.93
SI2 0.938 < 0.001
SI3 0.878 < 0.001

Health concerns HC1 0.852 < 0.001 0.789
HC2 0.785 < 0.001
HC3 0.584 < 0.001

Values of fit indices of the
measurement model

RMSEA 0.048 TLI 0.975
CFI 0.98 X2/DF 1.884

Table 3
Exploratory factor analysis.

Variable Item 1 2 3 4 5 6 Cronbach α

Intention to consent INT1 0.96 0.03 −0.01 0.00 0.02 −0.01 0.97
INT2 0.96 0.04 −0.03 0.01 0.03 −0.02
INT3 0.94 −0.04 0.05 −0.01 0.04 0.02

Social influence SI1 0.01 0.93 −0.01 0.02 −0.01 0.03 0.93
SI2 −0.04 0.97 −0.01 −0.03 0.00 −0.04
SI3 0.05 0.88 0.03 0.03 0.04 0.01

Trust in health professionals THP1 0.02 0.03 0.92 0.03 0.03 0.00 0.92
THP2 −0.03 −0.02 0.93 −0.02 0.03 0.02
THP3 0.03 0.00 0.86 0.01 0.06 −0.03

Privacy concerns PC1 0.01 0.01 0.00 0.87 0.01 0.03 0.84
PC2 0.06 −0.01 0.07 0.85 −0.13 0.05
PC3 −0.07 0.01 −0.05 0.87 0.03 −0.06

Perceived usefulness PU1 0.04 0.02 0.00 −0.04 0.85 0.05 0.88
PU2 0.04 0.03 0.12 −0.09 0.75 0.00
PU3 0.03 −0.01 0.06 0.03 0.86 −0.04

Health concerns HC1 0.00 −0.03 0.06 0.01 −0.02 0.89 0.78
HC2 0.05 0.06 0.00 −0.11 −0.19 0.88
HC3 −0.07 −0.02 −0.09 0.15 0.27 0.72

Bold numbers indicate high loadings.
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thus supporting Hypothesis 2a. These results suggest that privacy con-
cerns are a barrier to the sustainability of HIEs.

Hypothesis 3a posits the existence of a positive association between
social influence and the intention to consent. The results supported this
hypothesis: βSI= 0.208, p < .001. Indeed, the path coefficients for
trust in HIEs were positive and significant.

Hypothesis 4a suggests the existence of a positive association be-
tween trust in healthcare professionals and the intention to consent.
The results provided support for this hypothesis: βTHP= 0.106, p < .1.
The path coefficient for trust in healthcare professionals was positive
and significant.

Hypothesis 5a states that health concerns positively influences the
intention to consent. The path coefficient for health concerns was po-
sitive and significant: βHC=0.079, p < .1. Higher health concerns
appears to yield higher intention to consent. Thus, Hypothesis 5a is
supported.

Finally, Hypothesis 6a proposed a positive relationship between
perceived usefulness and the intention to consent. The path coefficient
of perceived usefulness in this model was positive and significant:
βPU=0.375, p < .001. These results supported Hypothesis 6a and
suggest that perceived usefulness motivates higher consent rate.

4.2. Sharing setting differences

Table 5 shows the impact of the predictor variables on the outcome
variable for each of the sharing settings (Binary and Customized), as

Table 4
Correlation, validity, and multicollinearity.

VIF 1 2 3 4 5 6

Intention to consent NA 0.909
Privacy concerns 1.65 −0.315 0.633
Perceived usefulness 1.90 0.588 −0.360 0.71
Social Influence 1.25 0.427 −0.142 0.421 0.815
Health concerns 1.15 0.001 0.262 −0.062 0.056 0.561
Trust in HP 1.78 0.485 −0.317 0.637 0.358 −0.083 0.796
Male 1.05 −0.024 −0.013 0.006 0.005 0.097 0.013 NA
# of Chronic diseases 1.06 0.057 −0.005 0.047 0.011 0.198 0.045 0.130

Bold numbers in diagonal represent the AVE for each variable.

Table 5
SEM results for all models dependent variable: intention to consent.

Variable Model

1-All 2-Binary 3-Customized

Standardized estimate

Privacy concerns −0.149** −0.179*** −0.124*

Social influence 0.208*** 0.189* 0.27***

Trust in healthcare Professionals 0.106* 0.085 0.183**

Health concerns 0.079* 0.12* 0.033
Perceived usefulness 0.375*** 0.369*** 0.409***

Customized sharing setting 0.283*** NA NA
Male 0.029 0.05 −0.002
# of Chronic diseases 0.034 0.049 0.036
N 388 195 193

SEM model fit indices
CFI 0.976 0.976 0.967
TLI 0.971 0.97 0.96
RMSEA 0.044 0.048 0.053
X2/DF 1.739 1.453 1.531

*** P < 0.001.
** P < 0.01.
* P < 0.1.

Fig. 3. SEM results for the overall model.
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well as the overall influence of the predictor variables on the intention
to consent. The fit statistics indicated a strong model for each of the
three models: the RMSEA ranged from 0.044 to 0.053, CFI ranged from
0.967 to 0.976, and TLI ranged from 0.96 to 0.971. The model was
assessed using the χ2/df ratio, which ranged from 1.453 to 1.739, in-
dicating a good fit for all models [59].

The results show that several differences occur in the effects of the
determinants on intention to consent between the two groups.
Hypothesis 2b proposes a difference in the influence between privacy
concerns and the intention to consent between the two groups. The
results (Table 5) support this hypothesis. Although privacy concern is
negative and significant in both groups, results indicate a higher in-
fluence of privacy concerns on the intention to consent for the Binary
group compared to the Customized group. The negative impact privacy
concerns on intention to consent is about 44% higher when patients are
exposed to a binary sharing setting. Thus, privacy is a bigger barrier
when the sharing mechanism is not flexible.

Hypothesis 3b suggests a change in the relationship between social
influence and the intention to consent between the two groups. Social
influence remains a significant and positive under both sharing settings;
however, social influence has a higher impact under the Customized
sharing setting. The magnitude of the social influence variable increases
by almost 50% under the Customized setting compared to Binary set-
ting. This finding supports Hypothesis 3b and suggests that offering
flexible sharing settings empowers the role of social influence.

Hypothesis 4b states that the association between trust in healthcare
professionals and the intention to consent is different in the two sharing
settings. The results show that trust in healthcare professionals is not
significantly associated with intention to consent for the Binary setting
group, but positive and significant for the Customized setting group,
thus providing support for Hypothesis 4b. This result suggests that es-
tablishing higher trust between patients and healthcare professionals
will not increase consent rate when the sharing setting is very rigid.
Offering flexible sharing settings will empower the role of trust in in-
creasing consent rate.

Hypothesis 5b proposes a difference between the two sharing set-
tings in the impact of health concerns on the intention to consent. The
results (Table 5) show that health concerns have no significant influ-
ence on the outcome variable under the customized sharing setting,
while the relationship is positive and significant under the customized
sharing setting. This suggests that consent rate is not dependent on
patients’ level of health concerns when offered a customized sharing
setting. Higher health concern is needed to engage patients in HIEs
when the sharing mechanism is not flexible.

Finally, Hypothesis 6b posits that perceived usefulness will have a
different effect on the intention to consent under the two sharing set-
tings. The findings provide support for this hypothesis. The path coef-
ficient is positive and significant under both sharing settings. However,
customized sharing settings empower the role of perceived usefulness in
engaging more patients in the system through higher intention to
consent. The customized sharing setting increases the importance of the
usefulness of the system by about 10%. Thus, flexible sharing me-
chanism improves the role of perceived usefulness in generating higher
consent rates.

5. Discussion

The findings suggest that offering more flexible sharing settings will
help in increasing consent rate and thus engage patients in HIEs, despite
the existing concerns (i.e. privacy concerns). The current case of the
sharing mechanism in HIEs offers no choice for patients to choose what
information to share or with whom. This finding provides insight to
policy makers by proposing a sharing mechanism that will improve the
sustainability of HIEs.

The findings also suggest that a customized sharing setting helps
mitigate the negative influence of privacy concern on the intention to

consent by about 40%. In general, privacy concerns are a barrier to
patients’ consent. Privacy concerns remain a barrier under both sharing
settings; however, greater flexibility reduces the negative impact of
privacy concerns on sharing PHI.

Of all the factors associated with the intention to consent, perceived
usefulness of the systems has the highest impact on driving higher
consent rate. More importantly, offering a customized sharing setting to
the patient empowers the role of the perceived usefulness and thus
results in yet higher consent rate. Similarly, customized sharing settings
empower the role of trust in healthcare professionals and social influ-
ence in increasing patients’ intention to consent. Thus, customized
sharing settings improve the role of motivators and reduce the role of
barriers to consent in HIEs. These results suggest that flexible sharing
settings have both a direct and an indirect role in improving patients’
engagement in the system.

6. Conclusion

The motivation for this research comes from the desire to sustain
HIEs by engaging more patients with greater power, without sacrificing
their privacy. Currently, patients are passive consumers of HIEs ser-
vices, and their role is restricted to signing a consent form. This re-
search proposes a way to improve the consent rate in HIEs. The findings
show that granting patients greater control in sharing their PHI in-
creases consent rate significantly and thus results in sustaining HIEs and
engaging patients in their health. These findings are significant from a
practical perspective, as they make patients more vested in HIEs. This
allows for revenue generating opportunities to help the sustainability of
HIEs. This research also makes several contributions to research. It
extends the UTAUT model by using it in a healthcare IT context.
Another theoretical contribution is ‘health concerns’ as a driver for
patient consent. This has not been studied as part of prior literature and
is another contribution to the existing body of literature on HIEs and
the UTAUT model.

This study also investigates the change in the UTAUT model under
different sharing settings. The results indicate that greater control to
patients changes the relationship between each of the predictor vari-
ables and the outcome variable. Thus, the patients’ acceptance and use
of the technology changes because of a change in the flexibility of
sharing. These results provide theoretical implication on how the
UTAUT model is different based on the level of control provided to the
patients. This study also provides practical implication for healthcare
providers to sustain HIEs by incorporating a more flexible sharing
mechanism that adds value to patients and encourages them to consent
to HIEs. This study contributes to practice by proposing a sharing me-
chanism that will improve the sustainability of HIEs by engaging more
patients.

7. Limitation and future work

This research investigates the factors associated with intention to
consent and the influence of sharing settings on intention and on the
relationship between each of the predictor variables and the intention
to consent. The study measures the intention to consent, but it does not
provide evidence for actual use behavior. However, intention is a very
strong prediction of actual behavior. In addition, perceived ease of use,
which is typically a key factor influencing intention to use, was ex-
cluded in this study. That is because while the patients consent to HIE
by signing a piece of paper, the patients never interact with the system.
The healthcare providers use the system to upload information or to
retrieve patients’ information. Since this study focuses on the patient’s
side of the equation and the patient does not directly interact with the
system, therefore ease of use is not appropriate for the context.

This study utilizes two types of sharing settings; future research
might include several levels of sharing settings, such as only controlling
what information to share or only controlling with whom to share the
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information. Further, the difference in the relationships between each
of the predictor variables and the intention to consent are worth in-
vestigating. In addition, it will be stimulating to investigate the provi-
ders’ side of the equation, for example providers’ trust the information
within HIE and their perception of the usefulness of HIEs.”
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