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ABSTRACT: In this paper, we examine the consequences of data breaches for a breached company. We find the
economic consequences are, on average, very small for breached companies. On average, breaches result in less
than —0.3 percent cumulative abnormal returns in the short window around the breach disclosure. Except for a few
catastrophic breaches, the nominal difference in cumulative abnormal returns between breach companies and the
matched companies disappears within days after the breach. We also test whether data breaches affect future
accounting measures of performance, audit and other fees, and future Sarbanes-Oxley Section 404 reports of
material internal control weaknesses, but find no differences between breach and matched companies. Our results
address the question why companies are not spending more to reduce breaches. We conclude by providing a few
explanations of why there appears to be an effect at the economy-wide level, but no noticeable effect on individual
company performance.
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Much Ado About Nothing

Every minute, we are seeing about half a million attack attempts that are happening in cyber space.
—Derek Manky, Fortinet global security strategist (CNBC 2015)

There are only two types of companies: Those that have been hacked and those that don’t know they have been
hacked.
—Chambers (2018)

L. INTRODUCTION

(Hayden 2013) and data breaches are growing “larger in number and impact” (De Groot 2019). Potential impacts of a

data breach include both tangible (direct) and intangible (indirect) costs to the breached company (Layton and Watters
2014). These potential costs include expenditures for legal counsel, class action settlements, state and federal regulation
compliance, and restoring/improving computer systems, as well as loss of reputation, intellectual property, and productivity
(Gwebu, Wang, and Xie 2014; Layton and Watters 2014; Morgan 2017a). In addition, data breaches expose real, underlying
operational control risks in a company (Lawrence, Minutti-Meza, and Vyas 2018). Accordingly, cybersecurity is the top
concern for both executives and accounting professionals (AICPA 2015; Protiviti 2016). Yet, companies are still not spending

T he above quotes encapsulate the current business environment where “the [a]ssumption of a breach is the new norm”
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enough on cybersecurity to prevent data breaches (Morgan 2017b). With such a (potentially) high cost and level of concern
about cybersecurity, why are companies not working harder (and investing more) to reduce the number of data breaches by
investing in cybersecurity?

To gain insights on this question, this study examines four potential economic impacts of data breaches. We define a data
breach as “a security violation in which sensitive, protected or confidential data is copied, transmitted, viewed, stolen or used
by an unauthorized individual” (Privacy Rights Clearinghouse 2018; emphasis added).! We focus on four economic impacts
based on a review of extant literature, which can be grouped into the following four main categories: stock market response,
impact on accounting measures of performance, impact on audit and other fees, and impact on Sarbanes-Oxley Section 404
(SOX 404) internal control material weakness reporting.”

Our literature review shows that the stock market response to a data breach announcement is the most researched category,
with 75 percent of the studies finding a negative response to a data breach. However, results appear to vary based on data
source, time period, and type of estimation model used. The second-most researched category is the impact of a data breach on
future performance. With respect to this category, extant literature has mixed findings with respect to the short-term and long-
term positive or negative impact on different performance measures (e.g., sales, return on assets, earnings). The next two
categories, audit fees and SOX 404, are just beginning to be researched. Audit fee studies generally find that audit fees increase
after a breach due to increased risks requiring additional audit work (e.g., Smith, Higgs, and Pinsker 2019; Li, No, and Boritz
2016; Yen, Lim, Wang, and Han 2018). But, once again, research does not agree what type of data breach is driving the results.
Finally, with respect to SOX 404, Westland (2018) reports that SOX 404 material weaknesses are very effective at identifying
credit card breaches (100 percent) and somewhat effective at identifying insider breaches (33 percent). On the other hand,
Lawrence et al. (2018) determine that SOX 404 reporting may miss operational controls problems, including data breaches, and
is more likely to report them on a less, rather than more, timely basis.

While myriad studies examine these four economic consequences, only a few studies examine multiple (but not all)
categories at the same time (e.g., Akey, Lewellen, and Liskovich 2018; Bianchi and Tosun 2018; Hilary, Segal, and Zhang
2016). Thus, gaining an understanding of the (complete) economic consequences to a breached company is difficult as each
study generally focuses on one consequence using a variety of data sources, sample selection criteria, time periods, and
estimation models. Accordingly, Kvochko and Pant (2015) state that the stock market will not react to a data breach because
investors do not have enough information to measure the breach’s impact. To gain a better understanding of the economic
impacts of a data breach, we take a holistic approach examining all four economic consequences using the same data sources,
sample selection criteria, and time period. This approach allows us to determine how each category affects breached companies,
as well as the (likely) magnitude of any economic consequences.

Our study contributes to the growing literature surrounding cybersecurity. Specifically, our approach allows us to gain a
deeper understanding of the totality of economic consequences, or lack thereof, of data breaches. Our study should help
regulators, executives, investors, analysts, and auditors understand how a data breach can economically impact a company. For
regulators, our study is timely as the PCAOB and SEC are prioritizing cybersecurity as major initiatives (Hammer and
Zuckerman 2018; PCAOB 2017).? Our results should provide useful information for the companies as they begin to calculate
the cost of cyber risk in monetary terms (i.e., Factor Analysis of Information Risk [FAIR]) (Evolver Inc. 2018). In addition, if
we find that companies do not experience costly economic consequences after a breach, it may explain why executives do not
spend money on cybersecurity ahead of time. Our results should help investors and analysts better understand the long-term
financial impact of a data breach to make/guide investment decisions. Finally, auditors should find our results helpful as they
determine how a data breach changes the company’s risk and what changes to the audit plan are necessary to minimize audit
risk.

We obtain our sample of data breaches from two sources. First, we use publicly available information from
privacyrights.org, which documents data breaches that affect privacy rights, over the period 2005 to 2017. Second, we obtain
data from Audit Analytics documenting data breaches over the period 2004 to 2018.* We augment the sample with archival
data from CRSP, Compustat, Audit Analytics, and hand collection. After identifying 827 companies with data breaches over
the period, we form matched samples to ensure we fully capture company characteristics consistent with those of the breach

Data breaches are a subset of security breaches (i.e., breach without loss of data), which are, in turn, a subset of security incidents (i.e., breaches of
security or loss of integrity) (European Parliament 2013). We also include 20 reported denial of service attacks, because those can have similar
economic impacts.

Appendix A presents a summary of this research grouped by the four categories.

° On February 7, 2018, the SEC’s Office of Compliance Inspections and Examinations announced that the SEC is prioritizing cybersecurity (Hammer
and Zuckerman 2018).

The last data breach in the sample occurred on May 25, 2018.
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companies. This allows us to assess any economic impact of data breaches using a sample that is many times larger than most
extant research.

Our results show that the consequences of data breaches are on average very small for the breached companies. On
average, breaches result in average returns of —0.03 percent and cumulative abnormal returns less than —0.274 percent in the
short window around the breach disclosure. While, multivariate tests show that the breach companies’ cumulative abnormal
return is significantly different than matched companies’ returns, the nominal difference in cumulative abnormal returns
between breach companies and the matched companies disappears within days after the breach. Most of the difference between
companies disclosing breaches and matched companies is driven by the rare catastrophic incidents. We also do not find a
difference between breach and matched companies for (1) future performance, (i.e., total revenue, sales growth, return on sales,
and return on assets), (2) audit and other fees, and (3) SOX 404 reports of material internal control weaknesses. Overall, we find
no material economic impacts for a company after a data breach.

Our results do not suggest that breaches have no economic impact, but the effect seems to be at the economy-wide level
rather than at the level of the individual company. A recent report by the Council of Economic Advisors (2018) estimates the
cost of malicious cyber activity to the U.S. economy between $57 billion and $106 billion in 2016.% The report also notes that
much of those costs reflect negative externalities imposed on other economic entities and private citizens rather than on the
breach company. Moreover, with the average financial or commercial business identifying multiple attacks per month (Gogan
2017; Weisbaum 2018), breach victims may suffer from breach fatigue. Given that the source of the breach is typically
unknown, these victims believe that their personal data are compromised and, rather than blaming the company that improperly
disclosed the data, they simply change passwords, add two-factor authentication, and try to safeguard identities (Kan 2017).

We organize the remainder of the study as follows: In Section II, we review the data breach literature and develop our
hypotheses; in Section III, we describe our sample, and the research design is described in Section IV; we discuss the results in
Section V, and provide concluding comments in Section VI.

II. BACKGROUND AND HYPOTHESIS DEVELOPMENT

Data Breaches

In 2013, hackers stole 40 million credit cards and 70 million customers’ personal data from Target Corporation after
stealing the credentials of a refrigerator, heating, and air conditioning subcontractor (Krebs 2014).° Credit card issuers spent
$200 million reissuing credit cards. Target was named in at least 90 lawsuits; the CIO, CISO, and CEO lost their jobs; and
analysts estimate Target will spend billions to respond to the breach (Gonsalves 2014). In 2014, The Home Depot Inc. had 56
million credit card numbers and 53 million email addresses stolen after hackers obtained an outside vendor’s system credentials
(Winter 2014). Home Depot spent $109 million in responding to the breach. In 2017, Equifax, Inc. experienced a massive data
breach with 148 million customers’ personally identifiable information being stolen (Fung 2018) after failing to apply a needed
security patch (Shepardson 2017). Hackers were able to stay in the system for months before the breach was detected at the end
of July. Equifax’s stock plunged 18.4 percent in the days following the public breach announcement (Nusca 2017), and it was
named in over 240 class action lawsuits (Surane and Westbrook 2018).

These high-profile cyber breaches are just a few of the cyber incidents over the last decade. As these three cases show, the
number of victims (i.e., customers and employees) affected is increasing over time. Companies also appear to suffer dire
consequences after cyber incidents. Accordingly, preventing security threats is the top technology-related priority for American
and Canadian professional accountants (AICPA 2015). Moreover, executives rank cybersecurity as their top operational
concern (Protiviti 2016); unsurprising, given that cyberattacks will cost businesses an estimated $2.9 trillion globally by 2019
(Morgan 2016). It is also the crime that U.S. consumers worry about the most (Rifftkin 2014).

With this level of concern about cybersecurity, why do the incidents continue to happen? One would think that given the
outcomes for Target, Home Depot, and Equifax, which included firings, indictments, lawsuits, and massive costs to respond,
companies would go to great lengths (and great expense) to prevent cyber incidents. However, cyber incidents continue to
happen at an increasing rate—potentially because companies are not investing in cybersecurity (Morgan 2017b). This
viewpoint was supported by Jason Spaltro, Sony Corporation’s executive director of information security, who stated that “‘it’s
a valid business decision to accept the risk of a security breach. I will not invest $10 million to avoid a possible $1 million loss”
(Holmes 2007). Several popular press articles also support this viewpoint, claiming that the pervading belief by executives is

5 These cost figures are likely underestimated as there is widespread belief that most data breaches go unnoticed (e.g., Friedlander 2014; Thompson
2017).
© Unless otherwise noted, the information in this paragraph is from privacyrights.org and Barnes (2018).
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that “worrying about data breaches isn’t worth it” (e.g., Sherman 2015). For example, after insurance and the tax deduction
effect, Target spent $105 million responding to its breach, or less than 0.01 percent of its 2014 sales revenues (Dean 2015).

However, U.S. companies may be finally paying attention to the occurrence of data breaches as costs continue to rise.
According to a recent Ponemon Institute (2017) survey, compliance failures and rushing to notify are among the top five
reasons why the cost of a breach is rising in the U.S. The same survey found that the average cost of a data breach is $7.35
million in 2017 (or $225 per record), which is an increase of 5 percent from 2016. Moreover, some breaches are far more costly
than others. For example, Equifax spent $114 million resolving its data breach in 2017 (or 13.6 percent of its 2017 revenues)
(Zachs Equity Research 2018)—a number large enough to get the attention of most executives.

Are companies making good business decisions by not investing in cybersecurity? It depends on the total economic
consequence of a breach. Therefore, to better understand the economic consequences of a breach, we examine four categories
of potential consequences: the stock market response, the impact on accounting measures of performance, the impact on audit
and other fees, and the impact on Sarbanes-Oxley Section 404 internal control material weakness reporting. A review of the
literature reveals that most studies focus on the stock market reaction, followed by the impact on performance. More recently,
research has studied audit fees and SOX 404. Appendix A presents a summary of extant literature grouped by category. We
draw on this literature review in the subsequent sections.

Stock Market Reaction

We begin with stock market reaction, as this is the most researched topic in the extant literature. Anecdotal evidence
suggests that there may be no stock market reaction to a data breach. Kvochko and Pant (2015) argue that shareholders have
neither enough information about data breaches nor sufficient tools to measure their impact. The long and mid-term effects of
lost intellectual property, disclosure of sensitive data, and loss of customer confidence may result in a loss of market share, but
these effects are difficult to quantify. Therefore, shareholders only react to breach news when it has direct impact on business
operations, such as litigation charges (i.e., in the case of Target) or results in immediate changes to a company’s expected
profitability. But, given that cost of an average data breach in the U.S. to a company is only a small percentage of a large
companies’ revenues or profits,” combined with mixed evidence about the impact of a breach on company’s short-term and
long-term performance,® an argument can be made that data breaches have little, if any, short-term impact on the company and
therefore on the stock market reaction.

Even if there is a short-term scare and reaction on the stock market to a data breach, we would expect no long-term impact
because there is generally a minimal impact on future performance. This is consistent with Warren Buffett’s comment on
Graham and Dodd’s (1934 ) statement that in the short-run, the stock market is like a popularity contest, but in the long-run is a
scale. With little change in the scale (i.e., minimal change in operating performance), there is likely to be minimal long-term
effects. In support of these statements, our literature review, shown in Table 11, Panel A of Appendix A, reveals that 15 percent
of the studies do not find a significant impact on the stock market, with another 10 percent finding a significant reaction only at
10 percent significance. For example, Hilary et al. (2016) find that the short-term and long-term stock market reaction to a
breach is not different than a matched sample. Kannan, Rees, and Sridhar (2007) find that removing 9/11 events makes
cumulative abnormal returns insignificant, raising the question of just how many results may be impacted by including this time
period.

Extant research does provide evidence of a negative impact on stock market reaction. A literature review by Spanos and
Angelis (2016) finds that 75.6 percent of security breach studies report a negative impact on stock prices. Similarly, 75 percent
of our updated and expanded literature review (Appendix A, Table 11, Panel A) finds that breaches have significant negative
reactions (p < 0.05)—63 percent with an overall reaction and 12 percent with a reaction in the subset of the data. For example,
significant negative stock market reactions were only found for confidential information (Campbell, Gordon, Loeb, and Zhou
2003; Aytes, Byers, and Santhanakrishnan 2006), when the breach was announced in a major newspaper (Bolster, Pantalone,
and Trahan 2010), for employee data (Tanimura and Wehrly 2015), or only when a third party identified the breach (Amir,
Levi, and Livne 2018).

For studies documenting an overall negative reaction, short-term reactions for breaches vary from —0.23 percent to over 5
percent. For example, Goel and Shawky (2009) find that, on average, the announcement of a data breach had a negative impact
of about 1 percent of the market value of the company. Long-term reactions vary from —3.0 to over —7 percent. For example,
Morse, Raval, and Wingender (2011) find that abnormal negative returns persist over the next year and a half (—8.68 percent)

7 The average cost of a breach is $7.35 million (Ponemon Institute 2017).

8 As discussed in the “Impact on Accounting Measures of Performance” section, some studies report improved performance after a breach (e.g., Zafar,
Ko, and Osei-Bryson 2012), while other report reduced performance after a breach, especially for specific types of breaches (e.g., Ko, Osei-Bryson, and
Dorantes 2009; Kamiya, Kang, Kim, Milidonis, and Stulz 2018).
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moderated by the source of the breach with the market more heavily punishing those compromises that could have been
avoided with reasonable precautions by the breached company.

In addition, 17 percent of the studies report that the stock market reaction changes over time. Some studies find a decreased
response (Gordon, Loeb, and Zhou 2011; Goel and Shawky 2014; Pirounias, Mermigas, and Patsakis 2014; Yayla and Hu
2011), while other studies report an increased response (Cavusoglu, Mishra, and Raghunathan 2004; Gatzlaff and McCullough
2010). In contrast, some studies do not find a change in response over time (Hilary et al. 2016; Johnson, Kang, and Lawson
2017). Similar mixed results exist for whether the financial industry is impacted more (Arcuri, Brogi, and Gandolfi 2017; Bose
and Leung 2014) or not (Arcuri, Brogi, and Gandolfi 2014; Johnson et al. 2017).

Therefore, results seem to vary based on the sample, selection criteria, and method (Gordon et al. 2011). To test if there is a
stock market reaction to a data breach for our sample of companies, we examine the following hypothesis stated in alternative
form:

H1: On average, data breaches have a negative impact on short-term and long-term stock market returns.

Impact on Accounting Measures of Performance

The second-most researched area regarding data breaches is the impact on company performance as indicated by standard
accounting measures. If the prevailing attitude of executives is “‘I will not invest $10 million to avoid a possible $1 million
loss” (Holmes 2007), then there are three relevant questions when considering the impact of a data breach on future
performance: (1) Is the cost of preventing a data breach, on average, more expensive than just experiencing one? (2) Is the
average cost of a data breach for the average company material? and (3) Does a breach tarnish the company’s reputation and
therefore affect future sales and profitability?

For researchers, directly investigating the first two questions on a wide scale is difficult due to a lack of data. For many
companies, we suspect that preventing, addressing, and detecting data breaches is an accepted cost of business to which
essentially all companies are subject. Companies that spend less preventing a data breach might have a slightly higher cost of
remediating but, on average, there will not be a measurable increase in prevention costs following a data breach. With the
average cost of a breach at $7.35 million in 2017 (Ponemon Institute 2017), it does not seem that there will be a material impact
on overall performance on large companies.

Assessing the impact on reputation is also difficult. However, future financial statement data are observable. So, examining
the performance of companies after the breach should provide insights into the breach’s impact on performance. A company’s
profitability may decrease from lower sales due to reputational effects’ or due to costs required to resolve the breach (Layton
and Watters 2014).

We identified nine studies examining the impact of a breach on future operating performance shown in Table 12 of
Appendix A.'° Table 12, Panel A shows that 16 measures have been scrutinized to determine the impact of a breach on future
company performance. Overall, these studies report some evidence of a negative impact on ten measures:

e future sales (Ko and Dorantes 2006; Kamiya et al. 2018; Lending, Minnick, and Schorno 2018),
e return on assets (ROA) (Ko and Dorantes 2006; Ko et al. 2009; Kamiya et al. 2018),

e return on sales (ROS) for large breached companies (p < 0.10) (Ko et al. 2009),

e return on equity (ROE) (Kamiya et al. 2018),

¢ dividends (p < 0.10) (Bianchi and Tosun 2018),

e research and development expenditures (p < 0.10) (Bianchi and Tosun 2018),

* cost of goods sold (Ko et al. 2009),

* nonrecurring expenditures (most likely to repair reputation) (Kamiya et al. 2018),

e cash flow volatility (Kamiya et al. 2018), and

* long-term debt (Kamiya et al. 2018).

However, these results are either based on one study, only significant at the 10 percent level, or not consistent across
multiple studies (e.g., sales, ROA, ROS, earnings, research and development, and cost of goods sold). The “Summary” for
Table 12 (Panel C) reports that only one of the variables found to be significant at the 5 percent level is examined by more than
one study. Moreover, some studies report a significant increase in performance after a breach (e.g., Zafar et al. 2012; Ko and

? See Ko and Dorantes (2006) for a discussion of the impact of loss of reputation.
10 We also found Layton and Watters (2014); however, they estimate specific breach costs for two companies and, therefore, we do not include their study
in Appendix A, Table 12, Panel B.
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Dorantes 2006). To better understand the impact of a breach on future performance, we examine the following alternative
hypothesis regarding performance:

H2: After a data breach, future company performance is negatively affected.

Impact on Audit and Other Fees

Table 13 of Appendix A presents the literature review exploring data breaches and audit fees and other fees. Auditors may
increase their audit fees due to breach risk for several reasons. First, breaches are a type of client business risk that may
adversely impact company operations potentially due to litigation, loss of profitability, increased costs, and loss of customers.
Some evidence has been found that risk measures (i.e., beta, long-term debt, analyst forecast dispersion) increase after a breach
(Cardenas, Coronado, Nicholas-Donald, Parra, and Mahmood 2012; Gwebu et al. 2014; Kamiya et al. 2018), indicating that
business risk may increase after a breach causing total audit hours and audit fees to increase (Bell, Landsman, and Shackelford
2001).

Second, breaches are “actual realizations of an operational control risk” (Lawrence et al. 2018, 140). Given that
operational and financial reporting mechanisms are based on the same controls, it is likely that an operational control risk (i.e.,
breach) is an indicator of a potential financial reporting risk that may affect specific accounts and require disclosure under SOX
Section 404 (Lawrence et al. 2018). Moreover, operational failures may indicate management’s lack of attention to control and
other governance mechanisms (Lawrence et al. 2018). Thus, breaches may impact audit fees because the auditor has potentially
perceived that control risk has increased, which, in turn, may increase audit risk, and ultimately audit fees (R. Hoitash, U.
Hoitash, and Bedard 2008).

Compared to the prior categories, this category is relatively new, with the first study in 2016. Specifically, Li et al. (2016)
test whether external auditors respond to cyberattacks'' by charging higher audit fees. They find a significant positive
relationship between increases in audit fees and hacking cyber incidents, but not other types of incidents. They argue that more
audit work is required to address the increased audit risk. Three subsequent studies also document positive associations
between breaches and audit fees (at 8 percent for customer record breaches and 13.5 percent for confidentiality breaches) even
before future breaches (Smith et al. 2019; Lawrence et al. 2018; Yen et al. 2018). These studies also report that external
breaches (e.g., hacks, portable data thefts, or server thefts) appear to be driving the positive association between (customer
record) breaches and audit fees, and that audit firm characteristics (i.e., Big 4, industry-specific expertise, and longer tenure)
negatively moderate the association for confidentiality breaches (Smith et al. 2019; Yen et al. 2018). Thus, different studies find
different types of breaches driving the results.

Despite these findings, two arguments counter an increase in audit fees around breaches. The first is that the risks auditors
face around breaches may be mitigated by corporate governance mechanisms (e.g., large shareholders, technology committees
on the board) as well as CIOs and CEOs and CFOs with IT expertise. Haislip, Pinsker, Richardson, and Thevenot (2018), for
example, find that the presence of a technology committee, high-profile CIO, IT-expert CEO, or IT-expert CFO reduces the
time to detect, as well as the time to report, a data breach. The presence of board-level risk committees and more active audit
committees may also mitigate the audit fee increases (Smith et al. 2019).

A second counter argument is that since these audit risks have long been known, audit firms already price them into their
annual audit fees and audit workload, such that any subsequent increase in fees following a data breach would not be material
to the average company and auditors. In addition, audit fees have stagnated to the inflation rate (Lenihan 2018), and anecdotal
evidence indicates that intense competition for new audit clients makes it difficult for auditors to increase audit fees. In support
of this argument, Chichernea, Holder, Petkevich, and Robin (2018) find that even though breached companies have higher
levels of (business) risk, they pay auditors more for nonaudit services than audit services. The authors even determine that there
is “some evidence [that] audit fees are lower for breached companies™ than for non-breached companies (Chichernea et al.
2018, 4). Similarly, Westland (2018) determines that lower audit fees are correlated with breaches.

Thus, the impact of a breach on audit fees (before and after the announcement) is not clear. But, one cannot discount the
opportunity for auditors to opportunistically charge more following a data breach. However, it is clear that given Chichernea et
al.’s (2018) results, it is important to examine not only audit fees, but also other fees. This reasoning leads to our third
hypothesis regarding audit and other fees, which we state in the null and alternative forms as follows:

H3: On average, there will be an increase in audit fees and other fees around a data breach.

' Li et al. (2016) define a cyber incident as “cyber-attacks that are initiated by hackers to steal or destroy sensitive information in the cyber realm.”
Therefore, they do not examine data breaches that are not related to cybersecurity, such as a stolen laptop.
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Impact on SOX 404 Material Weakness Reporting

Table 14 of Appendix A reports the literature review for the last economic consequence, the impact of a breach on SOX
404 internal control material weakness reporting. The “strength of internal controls may be a significant factor in the occurrence
of a breach” (Westland 2018, 41). Specifically, weak information technology (IT) access and security controls may allow
hackers to penetrate a company’s systems resulting in the unauthorized acquisition, use, and/or disposition of (customer) data,
which may constitute a weakness in internal controls over financial reporting (ICFR) according to Rule 13a-15(f) of the
Exchange Act (Griggs and Donahue 2014)."% In fact, during the first year of SOX 404 reporting, 14.7 percent of the companies
reported logical access issues and 4.1 percent reported security issues (Klamm and Watson 2009) as material weaknesses in
their 10-K reports, indicating that auditors/managers believed there was a reasonable possibility that a material misstatement of
the financial statements could occur due to these IT control weaknesses.'”

Moreover, if a company has “poor practices related to access controls or patch management . . . they may not be confined
to one system because these general IT controls are not typically managed or controlled separately” (McKenna 2017)."* This
was the case for Equifax where hackers used a flaw in a public website to access consumer data in the company’s main systems
(McKenna 2017). Thus, some data breaches may affect financial reporting controls and accounts, and therefore weak IT
controls should be recognized as SOX 404 material weaknesses. Accordingly, Lawrence et al. (2018) find that breaches, a type
of operational control failure, are associated with the future restatements as well as future SOX 404 control weaknesses (p <
0.10) and SEC comment letters. There is also evidence that SOX 404 is most effective at identifying control problems when
there are credit card breaches (100 percent) and insider breaches (33 percent), but not other types of breaches (Westland 2018).

However, there is also evidence that IT control failures that may lead to breaches are not being reported. From the
PCAOB’s (2017, 13) perspective, “it appears that these cybersecurity incidents have not been related to the risks of material
misstatement of financial statements, including disclosures, or led to the identification of material weaknesses in ICFR.” From
the auditor perspective, not only do the “largest global audit firms ... say that an assessment of cybersecurity risks is outside
the scope of a financial statement and ICFR audit based on auditing standards” (McKenna 2018), but there is also systematic
bias in auditor judgment when assessing IT controls (Wolfe, Mauldin, and Diaz 2009). Specifically, auditors assess the
significance of IT control deviations lower than that of manual control deviations (Wolfe et al. 2009) because people relate
socially to computers (unlike other inanimate objects) and therefore blame them (not the humans behind them) for failures.'”
As a result, companies may be held less accountable for computer failures than other failures, making it less likely that data
breaches (and/or breach risk) are reported as SOX 404 material weaknesses. '°

There is also some evidence that breach reporting and SOX 404 reporting are intertwined as companies with fewer
(previous) material weaknesses are more likely to disclose breaches than companies with more prior material weaknesses, due
to stronger corporate governance (Amir et al. 2018). Thus, it is unclear whether breaches are associated with prior or future
SOX 404 material weaknesses. This reasoning leads to our fourth hypothesis regarding SOX 404 material weaknesses, which
we state in alternative form as follows:

H4: On average, there will be an increase in reported SOX 404 material weaknesses around a data breach.

II1. SAMPLE

Sample

To examine the consequences of data breaches, we first used privacyrights.org to identify 1,165 publicly disclosed data
breaches occurring between 2005 and 2017. We also acquired data breach information from Audit Analytics that covers 458
data breaches and 44 denial of service attacks between 2004 and 2018. We combined data from the two datasets, removing
duplicate incidents. We first eliminated private companies, such as government, not-for-profit, medical, or educational

In addition to violating SOX 404, attorneys at Zuckerman Law also state that a company’s “failure to accurately disclose cybersecurity issues” may
violate the following laws: (1) SEC Rule 10b-5, codified at 17 C.F.R. 240.10b-5, which prohibits omission of a material fact; (2) SEC Regulation S-K,
which requires a company to disclose risk factors and discuss the most significant factors that make an offering speculative or risky; and (3) Item 303 of
Regulation S-K, 17 C.F.R. § 229.303, which requires a company to discuss its financial condition, changes in financial condition, and results of
operations (Hammer and Zuckerman 2018). However, these potential violations are beyond the scope of this paper.

SOX 404 defines a material weakness as “a deficiency, or combination of deficiencies, in internal control over financial reporting such that there is a
reasonable possibility that a material misstatement of the registrant’s annual or interim financial statements will not be prevented or detected on a timely
basis” (SEC 2007). Large, accelerated filers must also have their auditors evaluate and report on internal controls.

This statement was made by Dr. Rani Hoitash of Bentley University.

See Kelton, Fleischmann, and Wallace (2008) and Wolfe et al. (2009) for a human-computer interaction literature review.

This may also affect the stock market reaction to cyber incidents.
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institutions. We then eliminated companies without Compustat information for the fiscal year immediately prior to the breach
disclosure, as well as companies that did not have complete market return information in CRSP for 120 days before and 21 days
after the breach disclosure date. The final sample consists of 827 breach disclosures for 417 companies and is many times larger
than the sample in most extant studies.

The rest of the data were collected as follows. Compustat provided financial information. CRSP provided stock market
information. Audit Analytics provided audit fee information. Searching the internet, we also hand collected a variety of
information about the data breach including information lost, how the data were stolen, and dates for the beginning and ending
of the data breach, awareness of the incident, and public disclosure of the incident.

Matching Process

Prior research uses a variety of methods to match breach companies against non-breach companies.'” The purpose of
matching is, of course, to compare the performance of those companies disclosing breaches against similar companies that do
not disclose breaches. Recently, Kamiya et al. (2018) use propensity score matching based on company size, stock
performance, stock return volatility, and an institutional blockholder indicator to examine the relationship between cyberattacks
and CEO pay components. Lending et al. (2018) also used propensity score matching to examine links between data breaches,
corporate governance, and social responsibility. Propensity score matching matches companies based on a set of covariates that
predict receiving the treatment (e.g., Rosenbaum and Rubin 1983; Guo and Fraser 2015). While propensity score matching is
widely used, Shipman, Swanquist, and Whited (2017) caution that the technique has several limitations. One limitation is that
the design choices are not standardized, and minor changes in the covariates can result in different conclusions. We therefore
not only use propensity score matching, but also use alternate matching schemes to further test the results.

We employ our propensity score matching procedure in this way. First, we form a propensity score-matched sample to
correct for endogenous selection on observed variables (Rosenbaum and Rubin 1983; Guo and Fraser 2015). We employ the
Stata psmatch2 routine (Leuven and Sianesi 2003), which implements propensity score matching for pretreatment observable
differences between a group of treated (Breach firms) and untreated firms. We use all available companies with Compustat data
for the year immediately prior to each breach disclosure, as well as CRSP information during the pre- and post-event periods.
Following Lending et al. (2018), we regress a Breach firm indicator on year, Fama-French industry classification (Fama and
French 1997), return on assets, and log of total assets. Consistent with Guo and Fraser (2015), we use a caliper of 25 percent of
the standard deviation of the propensity score, the conditional treatment probability, to assure appropriate matches. Lending et
al. (2018) achieve propensity scores for each matched pair within 71 percent of each other. Our propensity scores for Matched
firms are within 5 percent of each other.

Second, we match the breach companies against other companies based on three different schemes. We match on (1) year,
industry, and total assets, (2) year, industry, and return on assets, and (3) year, industry, and market value. Using three
additional sets of matched companies allows us to confirm results from the propensity score-matched sample. We find the
results to be similar, so we only report results for the propensity score-matched and market value-matched samples.

Table 1 describes selected statistics for Breach firms, Propensity-Matched firms, and Market Value-Matched firms. It
shows that the matching process provides closely matched sets of companies. There is no significant difference between Breach
firms and Propensity-Matched firms for total assets and return on assets. Breach firms, however, have higher market values,
future changes in ROA, ROS, and Sales Growth than Propensity-Matched firms. Breach firms report marginally higher audit
fees than both Propensity-Matched and Market Value-Matched firms, and more Breach firms report internal control material
weaknesses than Market Value-Matched firms.

Breach Incident Statistics

Prior research confirms that breaches occur more frequently in retailing, banks, and internet services companies. Panel A of
Table 2 confirms that distribution in our sample.'® There are substantially more breaches in industries 15 (Retail Stores), 16
(Banks, Insurance Companies, and Other Financials), and 17 (Other). Category 17 includes communication and business
service companies. Panel B describes the number of breaches per year. The most breaches occurred in 2014 and the fewest
occurred in 2005, but there are clearly more breaches per year since 2009 than before 2009.' As noted earlier, there are 827
breaches involving 417 companies. Panel C shows that 256 companies had only one breach, but other companies were involved

17" As shown in Appendix A, there are also many studies that do not use matched samples.

18 Since we match on industry and year, there are the same number of Matched firms in each industry and year as there are Breach firms.

19 The increased number of breaches per year since 2009 may be due to increased state reporting requirements rather than any fundamental change in the
number of breaches.
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TABLE 1
Descriptive Statistics
Propensity-Matched Market Value-
Breach Firms Firms Matched Firms
Mean n Mean n Mean n
Market Value 9.609* 827 9.286 827 9.460 827
Assets 9.955° 827 9.845 827 9.652 827
ROA 0.047 827 0.042 827 0.051 827
Future Change in ROA 0.000" 786 —0.008 779 —0.002 780
ROS 0.077° 827 0.077 827 0.087 827
Future Change in ROS 0.001* 784 —0.021 778 —0.011 778
Sales Growth 0.064° 827 0.071 824 0.100 824
Future Change in Sales Growth 0.055* 785 0.046 775 0.082 778
Forecast Error —0.005 765 —0.005 737 —0.005 742
Future Forecast Error —0.004 720 —0.006 691 —0.004 702
Audit Fees 15.628"° 792 15.501 798 15.378 788
Future Change in Audit Fees 0.054 737 0.044 730 0.043 724
Other Fees 0.015 792 0.016 798 0.018 788
Future Change in Other Fees 0.000 738 0.002 730 0.002 724
ICMW 0.027° 827 0.029 827 0.015 827
Future ICMW 0.028 784 0.033 779 0.019 779

This table presents selected descriptive statistics for Breach firms and firms matched by year, industry, and (1) total assets, (2) past ROA (average for
previous three years), and (3) market value.

Variables are defined in Appendix B.

# Breach firm measure is substantially different than Propensity-Matched firm measure (p < 0.10, one-tailed t-test).

" Breach firm measure is substantially different than Market Value-Matched firm measure (p < 0.10, one-tailed t-test).

in multiple breaches. In our tests, we examine whether the results differ between companies with only one breach and
companies with multiple breaches. Consistent with prior research, there is, however, little difference (e.g., Johnson et al. 2017).

Panel D provides additional information about breach characteristics derived from the information available at
privacyrights.org, Audit Analytics, and our hand-collected data. We use the breach categories from privacyrights.org: (1) credit
card skimming or fraud involving debit and credit cards that is not accomplished via hacking (e.g., skimming devices at point-
of-service terminals), (2) denial of service attacks, (3) unintended disclosures, such as publicly posting sensitive information or
sending information to the wrong party via email, fax, or other means, (4) hacking by an outside party or infected by malware,
(5) insider breaches (someone with legitimate access, such as an employee, contractor, or customer, intentionally breaches
information), (6) physical loss of paper documents, (7) loss of portable devices, (8) loss of stationary devices, and (9) other. We
use categories from Audit Analytics for the type of data lost: (1) financial, such as credit card or account information, (2)
personal, such as user names, passwords, and email addresses, (3) other—includes loss of intellectual property, and (4) none/
unknown. The dominant source of breaches is from hacking; 55 percent of the incidents involve hacking. 53 percent of the
incidents involve loss of personal data, while 34 percent involve loss of financial data. Panel D also describes the number of
SEC 8-K filings due to the data breaches as well as the number of class action lawsuits resulting from breaches. Companies
filed SEC 8-K reports for 159 (19.2 percent) of the incidents, and 3.2 percent of incidents resulted in class action lawsuits.?

IV. RESEARCH DESIGN

Tests of Relationship between Breaches and Market Returns

We examine cumulative abnormal returns around the breach disclosure dates for both breach companies and matched
companies. We select daily returns for six months prior to the disclosure (days —120 to —5) and various short-term (day —1 to
day +3) and longer-term windows (one month, three months, and six months) following the disclosure. We follow standard

20 Ostensibly, data breaches with 8-K reports or class action lawsuits should have greater impact, but we did not find that those factors affect our results
after considering the risk level of the breach (see Table 7).
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TABLE 2

Breach Incident Statistics

Panel A: Breaches by Industry

Number of Percent of
Fama-French Industry Categories Breaches Total
1. Food 13 1.57
2. Mining and Minerals 3 0.36
3. Oil and Petroleum Products 10 1.21
4. Clothing, Textiles, Apparel and Footwear 9 1.09
5. Consumer Durables 1 0.12
6. Chemicals 0 0.00
7. Drugs, Soap, Perfumes, Tobacco 13 1.57
8. Construction and Construction Materials 17 2.06
9. Steel Works, etc. 3 0.36
10. Fabricated Products 0 0.00
11. Machinery and Business Equipment 61 7.38
12. Automobiles 17 2.06
13. Transportation 31 3.75
14. Utilities 14 1.69
15. Retail Stores 130 15.72
16. Banks, Insurance Companies, and Other Financials 201 24.30
17. Other 304 36.76
Total 827 100

(continued on next page)

event study methodology using the Stata eventstudy?2 routine (Kaspereit 2015). That routine allows several options for factor
models, such as the single factor market model and the four factor Fama-French model (Fama and French 1992, 1993, 1996),
which also includes a momentum factor (e.g., Chan, Jegadeesh, and Lakonishok 1996) that we employ.?! We accumulate
abnormal daily returns over the various windows and compare cumulative abnormal returns for breach companies against
matched companies. For the multivariate analysis, we use the following model:

CAR = ag + biBreach Firm + Z d;Controls; + e, (1)

where CAR is cumulative abnormal returns calculated as described above for each company and breach disclosure. Breach
Firm indicates Breach firms relative to either Propensity-Matched or Market Value-Matched firms for that breach disclosure.*
Controls are (1) the standard deviation of returns, (2) the average share turnover (share volume divided by total shares
outstanding), (3) market value, and (4) prior market returns. Controls are calculated from CRSP information over the six-month
estimation period prior to the breach disclosure.

Tests of Relationship between Breaches and Future Measures of Accounting Performance

We examine the relationship between breach disclosures and future measures of accounting performance in two ways.
First, for each company we include observations for three years prior to the breach disclosure (i.e., fiscal years +—2, —1, and ¢)
and three years following the breach disclosure (i.e., fiscal years ~-1, 2, and ++3). We test whether breach disclosures impact
future total revenue, future sales revenue growth, future ROS (earnings before extraordinary items divided by total revenue),
and future ROA (earnings before extraordinary items divided by total assets), controlling for prior values of those measures as
well as industry performance. We employ a difference-in-differences design that interacts our Breach Firm dummy variable
with a time-based dummy variable (Posf) set to 1 for years after and O for the years before the disclosure. If the breach
adversely affects future performance, the interaction term (Post X Breach Firm) will be significantly lower than corresponding

2! Fama and French daily factors are available on WRDS or directly from Ken French’s data library: http://mba.tuck.dartmouth.edu/pages/faculty/ken.
french/data_library.html. We report results resulting from the four factor model, but results from a single factor market model are similar.

22 We report multivariate results for Breach firms versus Propensity-Matched firms. The results are not sensitive to which Matched firms are included in
the model.
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TABLE 2 (continued)

Panel B: Breaches by Year
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(continued on next page)

Future Performance = ag + biPost + byBreach Firm + bsPost X Breach Firm + Z d;Controls; + e, (2)

where Future Performance is total revenue, sales growth, ROS, or ROA. Controls include prior performance (i.e., revenue,
sales growth, ROS, or ROA, depending on the future performance examined), an indicator for mergers and acquisitions, capital
expenditures, asset turns, leverage, total assets, and future changes in industry performance. These variables are defined in
detail in Appendix B.

We also employ a broader sample, comparing Breach firm performance against all firms for which propensity scores were
calculated. In this case, we use the propensity score as sampling weights. Guo and Fraser (2015) describe the general procedure
for propensity score analysis to include (1) matching, (2) multivariate analysis using propensity scores as weights, and (3)
analysis using stratification of propensity scores.”> For each Breach firm, we include all available firm observations in the same
Fama-French industry and year to estimate the following model.

Future Performance = ag + biBreach Firm + b,Pscore + Z d;Controls; + e, (3)

where future performance and controls are as defined for Equation (2).

23 This research uses alternatives (1) and (2). We did not use propensity score stratification.
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Panel C: Breaches by Firm
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Panel D: Breach Characteristics

Breach Type

Credit Card Skimming
Denial of Service
Unintended Disclosure
Hack

Insider

Physical Loss

Portable Device Loss
Stationary Device Loss
Unknown

Total

TABLE 2 (continued)

Breach Count by Firm

&0
a8
| m I
I I 35
4 5 6 7 :
Number of Breaches by Firm 2005to 2018
Type of Data Lost
None/
Financial Personal Other Unknown Total
16 0 0 1 17
0 0 0 20 20
29 50 1 1 81
158 226 57 11 452
41 35 9 2 87
7 12 0 2 21
15 98 1 2 116
1 13 0 0 14
11 8 0 0 19
278 442 68 39 827

Richardson, Smith, and Watson

58
7
g9 10 or more
Reactions
Filed Class
SEC 8-K Action
2 1
0 0
0 3
151 13
1 3
0 0
3 4
0 0
2 3
159 27

This panel presents the number of breaches by type of breach and type of data lost. It also describes internal (Filed SEC 8-K) and external (class action
litigation) reactions to the disclosure of the data breach. Breach types include credit card skimming, denial of service attacks aimed at websites, unintended
disclosures, such as posting information on public bulletin board sites, hacks, insider malicious actions, physical loss of paper, and loss of portable and
stationary devices. Types of data lost include financial, such as credit card or account information, personal, such as user names, passwords, and email
addresses, and other includes loss of intellectual property. Filed SEC 8-K indicates that the firm filed an SEC 8-K referencing the breach. Class action
indicates that the firm was involved in a class action lawsuit related to the loss of data.
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FIGURE 1
Cumulative Returns around Breach Disclosures

Cumulative Returns for Breach and Propensity-Matched Firms
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Cumulative daily returns for Breach and Propensity-Matched firms over the period starting 21 days before and ending 21 days after breach disclosure.

Tests of Relationship between Breaches and Audit and Nonaudit Fees

We use similar approaches to examine the impact of breaches on future audit and other fees. Following the audit fee
literature (e.g., Sharma, Tanyi, and Litt 2017), we regress audit and other fees on a variety of variables expected to affect those
fees. Since our interest is in changes in fees, we include prior fees as dependent variables in the following model. Again, we
focus on the interactions between the Post variable and the Breach Firm and Matched Firm indicators.

Future Fees = ag + biPost + byBreach Firm + bsPost X Breach Firm + Z d;Controls; + e, 4)
or
Future Fees = ag + biBreach Firm + b, Pscore + Z d;Controls; + e, (5)

where Future Fees are measured as the log of audit fees or other/miscellaneous fees from Audit Analytics. We include Other/
Miscellaneous Fees to test whether nonaudit fees increase following the breach. We divided Other Fees by total fees to test
whether the percent of other fees increase following the breach. Controls include (1) prior audit or other fees, (2) market value,
(3) material weaknesses in internal controls indicator, (4) unqualified opinion indicator, (5) discontinued operations indicator,
(6) extraordinary items indicator, (7) new shares issued indicator, (8) ratio of working capital to total assets, (9) Big 5 auditor
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TABLE 3

Breach Impact on Market Returns

Panel A: Univariate Comparisons of Returns around Breach Disclosures

Return Period Relative to Disclosure Date

[—120, 5] [-1, 3] [—1, 21] [—1, 63] [—1, 126]

Cumulative Daily Returns

Breach Firms 4.595%" —0.148%"° 0.550% 1.004% 2.337%

Propensity-Matched Firms 1.390% 0.285% 0.646% 0.655% 1.218%

Market Value-Matched Firms 3.579% 0.176% 0.474% 0.826% 1.812%
Cumulative Excess Returns

Breach Firms —0.611%" —0.313%"® —0.309% —1.021% —1.802%

Propensity-Matched Firms —3.822% 0.118% —0.209% —1.357% —2.914%

Market Value-Matched Firms —1.637% 0.013% —0.381% —1.186% —2.363%
Cumulative Abnormal Returns (CAR)

Breach Firms —0.274%">€ —0.733% —0.269% —0.312%

Propensity-Matched Firms 0.380% 0.531% —0.640% 0.285%

Market Value-Matched Firms —0.036% —0.452% 0.012% 0.173%
Standard Deviation of Returns

Breach Firms 1.892% 1.653% 1.825% 1.908% 1.964%

Propensity-Matched Firms 1.947% 1.681% 1.852% 1.968% 2.016%

Market Value-Matched Firms 1.920% 1.736% 1.860% 1.934% 1.975%

This panel presents cumulative returns, excess returns (returns less equal-weighted market returns), residual returns (residual from Fama-French four-factor

model), and the standard deviation of returns. Periods are prior six months [—120, 5], short window around disclosure [—1, 3], one month following

disclosure [—1, 21], three months following disclosure [—1, 63], and six months following disclosure [—1, 126].

# Breach firms’ returns are significantly different than Propensity-Matched firms’ returns (p < 0.05, one-tailed test).

" Breach firms’ returns are significantly different than Market Value-Matched firms’ returns (p < 0.05, one-tailed test).

¢ CAR for Breach firms (Patel’s t-stat=— 3.308, p < 0.01; Boehmer’s t-stat. =—1.912, p < 0.10; Corrado and Zivney sign test =—0.987, p < 0.324;
Generalized sign test =—1.301, p < 0.193).

Panel B: Multivariate Comparisons of Returns around Breach Disclosures

CAR Fama- CAR Fama-
Returns Returns French Model French Model
[-1, 3] [-1, 21] [-1, 3] [-1, 21]
Breach Firm —0.005 —0.003 —0.006 —0.004
(2.32)%* (0.67) (2.56)%* (1.01)
SD Prior Returns —0.550 —0.186 —0.531 —0.297
(2.21)** (0.52) (2.29)%** (0.76)
Prior Share Turnover 0.002 —0.003 0.001 —0.001
(1.12) (0.83) 0.71) 0.42)
Prior Market Value —0.000 0.002 —0.000 0.001
0.46) (1.43) (0.72) (1.02)
Prior Returns 1.391 3.149 —0.649 —11.661
(1.40) (1.68)* (0.64) (6.01 )%
Prior Market Returns 1.010 1.016 0.044 0.077
(13.04 )k (15.80)%** (2.89) k3 (1.35)
Constant 0.013 —0.023 0.017 —0.008
(1.09) (1.03) (1.49) (0.33)
Adjusted R? 0.24 0.23 0.02 0.06
n 1,654 1,654 1,654 1,654

*, ok #EE Denote p < 0.1, p < 0.05, and p < 0.01, respectively; clustered standard errors adjust for intrafirm correlation.

This panel presents a multivariate examination of a short window [—1, 3] and longer window [—1, 21] around breach disclosures for Breach and
Propensity-Matched firms.

Variables are defined in Appendix B.
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TABLE 4
Multivariate Tests of Data Breaches on Future Accounting Measures of Performance
@ (2) €))
Future Future 3) ) Future 6)
Total Sales Future Future Sales Future
Revenue Growth ROS ROA Growth ROA
Breach Firm 0.007 0.001 0.006 0.005 0.015 0.007
(1.03) 0.21) (2.34)** (2.65)%*%*%* (1.70)* (0.73)
Post —0.026 —0.030 —0.007 —0.000
(3.31)##* (4.05)#%* (2.25)** (0.04)
Post X Breach Firm 0.010 0.015 0.006 —0.002
(1.05) (1.72)* (1.66)* (0.70)
Prior Performance 0.986 0.082 0.619 0.595 0.030 1.763
(388.90)*** (1.86)* (23.27)%%*%* (12.55)%* (2.06)** (2.45)**
Pscore —0.152 —0.867
(3.43)#s#* (1.32)
Merger-Acquisition;, 0.117 0.118 —0.007 —0.009 0.172 —0.067
(9.97 )#** (10.31)#%*%* (1.56) (3.32)%#* (27.23)%#%* (1.65)*
Capital Expenditures 0.686 0.493 0.009 0.083 0.443 —0.961
(5.36)%** (4.62)%* 0.21) (2.19)** (9.70) %3 (2.31)%**
Asset Turns 0.004 0.003 0.001 —0.001 0.006 —0.002
(3.25)%#** (3.58)##* (3.98)#s#* (3.34 y*** (12.73)#** (2.19)**
Leverage —0.041 —0.016 0.002 0.013 0.031 —0.023
(1.95)* 0.91) (0.20) (1.43) (2.78)*** (0.26)
Industry Performance,, 0.704 0.677 0.069 0.041 0.761 0.365
(13.93)##%* (13.86)%** (3.44 )= (2.81)%sk:* (39.29)#:* (4.42)%s%*
Constant 0.083 —0.040 0.025 0.013 —0.074 0.111
(3.60)##* (4.30)*#* (6.89)%:#* (3.84 )*** (16.34)*#* (1.55)
Adjusted R? 0.99 0.10 0.42 0.39 0.09 0.07
n 7,433 7,403 7,433 7,433 53,358 54,708

*, F% #EF Denote p < 0.1, p < 0.05, and p < 0.01, respectively; clustered standard errors adjust for intrafirm correlation.

This table presents a multivariate examination of the impact of breaches on future financial performance controlling for past performance. Columns (1) to
(4) use all available observations for Breach and Propensity-Matched firms for three years prior to the breach disclosure and three years following the
breach disclosure. Columns (5) and (6) use all available observations with Pscore values. Prior Performance corresponds to the future performance
variable, i.e., Revenue, Sales Growth, ROS, and ROA. Year and industry controls are omitted since propensity matching includes industry and year and
models include industry performance. Future values are in year 1, other values are in year ¢ unless designated by subscript.

Variables are defined in Appendix B.

indicator, (10) ratio of accounts receivable plus inventories to total assets, (11) book-to-market ratio, (12) number of geographic
segments, and (13) number of business segments. Prior audit research (e.g., Sharma et al. 2017; Hay and Knechel 2010; Ghosh
and Pawlewicz 2009) suggests that those variables affect audit fees. Including prior fees also controls for other firm
characteristics omitted from the model. Equation (4) applies to the matched data for three years before and after each breach.
Equation (5) applies to the broader set of firms with propensity scores.

Tests of Relationship between Breaches and Material Internal Control Weaknesses

We again use similar approaches to test for the relationship between breaches and material weaknesses in internal control.
We use a dummy variable to indicate whether a company reported a material internal control weakness in any year. We control
for a variety of company performance and information uncertainty variables noted in prior research. Following Ashbaugh-
Skaife, Collins, Kinney, and LaFond (2009) and Doyle, Ge, and McVay (2007), we assume that the market, and its
intermediaries, form opinions on internal control quality prior to the SOX 404 reports based on observable company
characteristics. Based on that argument, Ashbaugh-Skaife et al. (2009) develop a list of control variables capturing company
performance, variation in that performance, and other factors that affect company risk. We employ similar controls in the
following multivariate logit model.
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Post X Breach Firm
Audit Fees;,

Other Fees;,

Pscore

Market Value

ICMW iy

Unqual Opinion
Disc Ops

Xtra Items

Shares Issued
Current Assets

Big4

AR/Inventories
Merger-Acquisition
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n

TABLE 5
Multivariate Tests of Data Breaches on Audit and Other Fees
(1) ) 3) 4) &) (6)
Future Future Future Future Future Future
Audit Audit Other Other Audit Other
Fees Fees Fees Fees Fees Fees
0.006 0.011 —0.000 —0.001 0.008 —0.002
(0.78) 0.91) (0.20) (0.74) (0.68) (0.74)
—0.024 —0.004 0.001 —0.002
(3.14 )% (0.28) (0.76) (1.00)
0.010 0.009 —0.002 0.001
(0.89) (0.49) (1.12) (0.39)
0.911 0.924 0.002 0.001 0.832 —0.003
(103.81)%:*:* (81.13)%s%:* (1.79)* (0.66) (210.12)%** (5.38)%:
0.595 0.653 0.376
(13.06)*%#* (11.24)%%* (22.59)%:*
0.443 0.047
(6.19)%%:* (3.69)**:*
0.052 0.044 —0.000 —0.000 0.077 0.001
(9.52)%%: (6.40)%*:* (0.37) (0.02) (37.87 )% (2.13)**
0.161 0.070 —0.003 0.001 0.178 —0.000
(4.05 ) (1.00) (1.20) 0.21) (19.27 s (0.08)
-0.075 0.024 0.009 0.013 —0.131 —0.007
(1.84)* (0.38) (1.47) (2.13)** (0.82) 0.61)
-0.018 -0.023 —0.001 —0.001 0.008 —0.001
(1.95)* (2.03)** (0.55) (0.57) (1.76)* (0.95)
0.110 —0.025 —0.006 —0.006 0.026 —0.001
(3.96 ) (0.57) (2.05)* (3.12)% (1.47) (0.45)
-0.013 —0.007 0.002 0.001 0.017 0.001
(1.90)* (0.78) (1.59) (0.87) (4.79)%%:* (1.78)*
-0.071 -0.112 —0.004 -0.010 —0.055 —0.003
(2.65)%%:* (3.19)%%: (0.96) (1.69)* (6.90)%%:* (2.12)%*
0.014 —0.024 —0.003 —0.004 0.071 —0.001
(0.87) 0.81) (1.10) (0.98) (13.74 )5 (1.62)
0.051 0.054 —0.000 0.002 0.132 —0.002
(2.56)%* (1.94)% (0.03) (0.36) (12.19)%#x (1.12)
0.139 0.140 0.002 0.001 0.177 0.004
(7.97 )= (5.97 )% (1.04) (0.52) (27.11)%%* (4.20)%:*
0.184 0.079 —0.004 0.002 0.186 0.002
(2.98)x (1.00) 0.57) 0.22) (12.06 )3 (0.70)
0.023 0.003 0.000 0.001 0.001 —0.001
(1.82)*% (0.18) (0.63) 0.77) (0.54) (2.22)%%*
0.002 0.002 —0.000 0.000 0.007 0.000
(0.99) (1.08) (0.46) (0.04) (10.30)%* (2.91 )
0.980 0.797 —0.024 —0.013 1.854 0.047
(10.59)#3:* (5.56)%** (2.02)%** (0.98) (11.35)%** (3.74 )%
0.96 0.97 0.39 0.41 0.94 0.17
6,911 2,740 6,911 2,741 40,866 40,866

* Rk #kE Denote p < 0.1, p < 0.05, and p < 0.01, respectively; clustered standard errors adjust for intrafirm correlation.

This table presents a multivariate examination of the impact of breaches on future audit and other (nonaudit) miscellaneous fees controlling for past fees.
Columns (1) to (4) use all available observations for Breach and Propensity-Matched firms for three years prior to the breach disclosure and three years
following the breach disclosure. Columns (5) and (6) use all available observations with Pscore values. Year and industry controls are omitted since
propensity matching includes industry and year and models include industry performance.

Variables are defined in Appendix B.
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TABLE 6
Relationship between Data Breaches on ICMW

Panel A: Relationship between Internal Control Material Weaknesses and Breach Disclosures
Any ICMW Non-IT ICMW IT ICMW No ICMW

Year of Disclosure

Breach Firms 22 20 2 805

Propensity-Matched Firms 25 20 5 802

Market Value-Matched Firms 12* 10* 2 815
During Three Years before Breach Disclosure

Breach Firms 56 48 8 2,406

Propensity-Matched Firms 57 46 11 2,415

Market Value-Matched Firms 44 38 6 2,419
During Three Years after Breach Disclosure

Breach Firms 48 45 3 2,073

Propensity-Matched Firms 56 47 9 1,995

Market Value-Matched Firms 33 30 3 2,045

This panel presents the number of internal control material weaknesses reported during the same year as a breach disclosure, during the previous three
years, and during the following three years for Breach and Matched firms. IT ICMW indicates that the firm reported ICMWs with information systems as a
causal factor; Non-IT ICMW indicates any other ICMW.

# Market Value-Matched firms have significantly fewer ICMWs than either Breach firms or Propensity-Matched firms (p < 0.03, one-tailed test).

(continued on next page)

Future ICMW = ay + biPost + byBreach Firm + bsPost X Breach Firm + Z d;Controls; + e, (6)
or
Future ICMW = ay + byBreach Firm + b,Pscore + Z d;Controls; + e, (7)

where Future ICMW equals 1 if the company reported one or more material weaknesses, and 0 otherwise. We control for prior
(internal control material weakness) ICMW as well as (1) market value, (2) ROA, (3) debt to market value ratio, (4) operating
cash flow, (5) loss, (6) number of geographic segments, (7) analyst following, (8) standard deviation of prior returns, (9)
litigious industry, and (10) expected loss (analyst forecasted EPS less than 0). Equation (6) applies to the matched data for three
years before and after each breach. Equation (7) applies to the broader set of firms with propensity scores.

Econometric Considerations

Since we use panel data for some analyses and companies may appear more than once, we adjust for intrafirm correlation
using clustered standard errors (Petersen 2009). Petersen (2009) compared alternative approaches for dealing with serial
correlation in panel datasets and concluded, in the presence of unobserved firm effects, clustered standard errors are unbiased
and produce correctly sized confidence intervals while controlling for those unobserved effects. We therefore present results
estimated using OLS (or logit) with clustered standard errors adjusted for intrafirm correlation.

V. RESULTS

Breaches and Market Returns

Figure 1 shows cumulative returns for Breach and Propensity-Matched firms for 21 days before and after breach
disclosures. Prior to the disclosure, Breach firms enjoy higher returns. Returns decrease around the disclosure and the Matched
firms temporarily show marginally higher returns. By the 12th day following the disclosure, cumulative returns are equal and
remain equal for the rest of the selected period. Thus, it appears that the market reacts negatively to the disclosure, but the
effects are short-lived.
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TABLE 6 (continued)

Panel B: Multivariate Logit Tests of Data Breaches on ICMW
Future ICMW

@ (2) 3) )
Breach Firm 0.263 0.169 0.106 0.086
(1.08) (0.79) 0.41) (0.32)
Post 0.040 —0.145
(0.18) (0.63)
Post X Breach Firm —0.364 —0.357
(1.06) 0.97)
ICMW,, 3.094 2.449
(10.34 )% (39.75)***
Pscore —2.311 —2.085
(1.52) (1.52)
Market Value —0.371 —0.299 —0.195 —0.168
(5.61)%*%** (4.55)#** (8.16)*** (8.02)#*
ROA 1.137 0.274 0.090 0.143
(0.89) (0.20) (0.49) (0.93)
Debt-to-Market Ratio 0.079 0.047 —0.027 —0.015
(1.11) (0.67) 1.17) (0.69)
Operating Cash Flow —0.822 0.068 0.263 0.081
(0.63) (0.05) (1.41) 0.51)
Loss 0.217 0.089 0.266 0.110
(0.70) (0.32) (3.55)#** (1.48)
Geo Segments 0.123 0.066 0.054 0.044
(2.02)%** (1.81)* (5.90)%#* (5.56)*%**
Analyst Following —0.022 —0.017 —0.024 —0.018
(1.41) (1.22) (3.52)%#:* (2.91)*#:*
Litigious Industry —0.179 —0.097 —0.057 —0.037
(0.65) 0.42) (0.77) 0.61)
Expected Loss;, 0.112 0.123 0.201 0.161
(0.33) (0.38) (2.62)%#* (2.15)**
Constant —0.708 —1.480 —1.688 —2.195
(1.39) (2.85)%*#%* (11.39)%#%%* (16.85)**
Pseudo R? 0.10 0.22 0.04 0.14
n 7,384 7,384 39,940 39,940

*, kk #EE Denote p < 0.1, p < 0.05, and p < 0.01, respectively; clustered standard errors adjust for intrafirm correlation.

This panel presents a logit analysis of the likelihood of an ICMW. This panel presents a multivariate logit examination of the impact of breaches on future
reported material internal control weaknesses (year #-1). The sample uses all available observations for Breach and Matched firms for three years prior to
the breach disclosure and three years following the breach disclosure. Year and industry controls are omitted, since we control for mean industry
performance and we use industry and year to determine Propensity-Matched firms. All values are in year ¢ except Expected Loss, which equals 1 if
analysts’ expected earnings are less than 0, and O otherwise.

Variables are defined in Appendix B.

Table 3 examines market returns prior to and following the breach disclosures for Breach and Matched firms. First, Panel
A provides univariate comparisons of returns for Breach and Matched firms over various windows before and after breach
disclosures. Prior to breach disclosures, Breach firms have higher cumulative returns than both Propensity-Matched and Market
Value-Matched firms. The short window [—1, 3] results suggest that Breach firms experience significant, but not substantial
losses. Breach firms have lower cumulative returns in the short window around the disclosure than both Propensity-Matched
and Market Value-Matched firms. Over the five days around the breach disclosure, the average cumulative return is —0.148
percent for Breach firms, or less than 0.03 percent per day. Cumulative abnormal returns (CAR) values for Breach firms are
significantly negative using both Patell’s (1976) t-statistic (p < 0. 01) and Boehmer’s (Boehmer, Musumeci, and Poulsen
1991) t-statistic assuming event-induced variance (p < 0.10). However, the Corrado and Zivney (1992) and generalized sign
tests are not significant. This suggests that although the mean CAR is negative, many firms do not suffer losses around the
breach disclosure. In the short window, however, Breach firms do have significantly lower returns than Matched firms. In

Q) e B Journal of Information Systems
N Hasociation Volume 33, Number 3, 2019



Much Ado about Nothing: The (Lack of ) Economic Impact of Data Privacy Breaches 245

TABLE 7
Data Breach Severity

Panel A: Relationship between Abnormal Returns and Breach Severity

Breach Level Severity

Breach Level Scores

Minimal Moderate Critical Severe Catastrophic
1-2.9 3-4.9 5-6.9 7-8.9 9-10 Total

Number of Breaches 485 98 154 77 13 827

CAR [—1, 3] —0.216% —0.249% —0.013% —0.657% —5.844%* —0.312%
CAR [—1, 21] —0.259% 0.508% —0.211% —0.473% —6.298%" —0.274%
CAR [—1, 63] —0.976% —0.055% —0.041% —-0.512% —6.479%" —0.733%
BHAR [—1, 126] —0.747% —3.488% 1.487% 4.996% —10.352%" —0.269%
Percentage Filing SEC 8-K 16.91% 11.22% 13.64% 41.56% 100.00% 19.23%
Percentage in Litigation 1.65% 0.00% 3.90% 9.09% 46.15% 3.26%
Average Reported Cost ($000s) $33,900 $7,433 $25,200 $37,300 $155,000 $57,100
Number of Firms Disclosing Cost 23 3 2 7 9 44

This panel examines the impact of data breaches according to the severity of the breach level. Breach-level information is obtained from https://

breachlevelindex.com/data-breach-risk-assessment-calculator, a website that provides comprehensive information about data breaches worldwide. We

used their breach-level calculator to assess the breach level for all data breaches in our sample based on information that firms disclosed.

# Incidents in the catastrophic level result in significantly lower cumulative abnormal or buy-and-hold returns than for firms in the minimal level (p < 0.05,
one-tailed t-tests).

Panel B: Relationship between Cumulative Abnormal Returns and Reported Breach Cost

Average Cost/ CAR CAR CAR BHAR
Breach Costs Reported Revenue n [—1, 3] [—1, 21] [—1, 63] [—1, 126]
No Cost Reported (n = 783) 0.00% 783 —0.11% —0.01% —0.29% 0.03%
Low Cost Reported (n = 22) 0.18% 22 —1.75% —2.51% —1.98% 5.36%
High Cost Reported (n = 22) 2.50% 22 —5.93% —7.30% —15.50% —16.71%
Total 1.34% 827 —-0.31% —0.27% —-0.73% —0.27%

(continued on next page)

longer windows of one, three, or six months, there is no difference between Breach and Matched firms’ cumulative returns. For
the six-month window [—1, 126], we measure buy-and-hold returns consistent with Lyon, Barber, and Tsai (1999). Of note,
Breach firms’ standard deviation of returns is lower than Asset-Matched and Past-ROA-Matched firms and almost identical to
Market Value-Matched firms across all periods. This suggests that Breach firms are lower risk than Matched firms before and
after the breach disclosures.

Panel B presents a multivariate comparison of returns in the five-day and one-month windows around breach disclosures.
The results are consistent with the univariate results in Panel A. Breach firms have lower returns in the five-day window around
the disclosure, but after controlling for prior return standard deviation, share turnover, market values, and prior returns, there is
no significant difference in cumulative residual or excess returns in the one-month window.

Breaches and Future Accounting Measures of Performance

Table 4 examines the impact of breaches on future accounting measures of performance, i.e., future revenue, future sales
growth, future ROS, and future ROA. In the first four columns, the interaction term Post X Breach Firm indicates differences in
the coefficients for Breach and Matched firms as described in Equation (2). To the extent that breaches affect future
performance, the coefficient should be negative; however, Breach firms do not have lower future total revenue (after controlling
for prior revenue), sales growth, ROS, or ROA than Matched firms. In columns (5) and (6), we use all available observations
with propensity scores per Equation (3). For brevity, we only show results for future sales growth and ROA, but in all cases, the
coefficient on Breach Firm is positive. Thus, there is no evidence that future accounting measures of performance are affected
by data breaches in this sample.
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TABLE 7 (continued)

Panel C: Cumulative Abnormal Returns following Data Breaches Categorized by Cost Reported

10.00%
5.00%

0.00% : —

CAR[-1,3] CAR[-1,21] CAR[-1,63 BHAR[-1,126]

——

-5.00%

-10.00%

-15.00%

-20.00%

=g NNo Cost Reported (N=783) =g | ow Cost Reported (N=22) =—g=High Cos Reported [N=21)

In untabulated tests, we also restricted the regressions in columns (1) to (4) to the year before and year after the breach
disclosure, rather than three years before and after. Those results are similar. Relationships between control variables and future
performance are consistent with expectations. Mergers and acquisitions tend to increase revenue, but reduce ROS. Companies
with higher asset turns have higher future sales growth and ROS, but lower ROA. Industry averages are also positively related
to future performance. Thus, like many extant studies we do not find an impact on future performance. The one main difference
in our results is that we do not find a change in ROS, while Ko and Dorantes (2006) and Ko et al. (2009) do. However, the
difference is mostly likely due to their earlier sample windows (1997-2004) and small sample sizes.

Breaches and Audit and Other Fees

Table 5 shows results for the multivariate analysis of the impact of breaches on audit and other fees. In columns (1) and (3),
the models include all available observations for the three years before and after breach disclosures. In columns (2) and (4), the
models only include the years immediately before and after the breach disclosure. Columns (5) and (6) include all available
observations with propensity scores rather than just Propensity-Matched firms. Theory suggests that data breaches may indicate
an increase in business and control risk that requires additional audit work or generates other miscellaneous work. However,
results show no significant difference in future audit or other fees between Breach and Matched firms post-disclosure. Since the
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TABLE 8
Changes in Analysts Information around Breach Disclosure

Mean Values of Analyst Information

Variable Month Before Month After n
Breach Firms
EPS Estimate 3.008 3.028 736
Standard Deviation 0.150 0.144 696
Analyst Following 17.367 17.431 736
Propensity-Matched Firms
EPS Estimate 3.150 2.664 680
Standard Deviation 0.151 0.150 613
Analyst Following 14.031 14.031 680
Market Value-Matched Firms
EPS Estimate 3.449 3.444 680
Standard Deviation 0.162 0.157 619
Analyst Following 15.076 15.021 680

This table presents a summary of analyst estimates, standard deviation of estimates, and number of analysts following the firm in the month before and
month after the breach disclosures; none of the changes are significantly different from O at standard levels of significance.

model controls for prior fees, some of the control variables no longer affect future fees, but in general the relationship between
the control variables and future fees is consistent with expectations. In untabulated tests, we examine whether the type of breach
(e.g., hacking) or the type of information lost (e.g., financial data) affect future audit and other fees. We find little difference
among types of breaches or information losses. Thus, unlike most of the research in Table 13 of Appendix A, we do not find an
impact on audit fees and other fees even for specific types of breaches (Smith et al. 2019). Our sample is much larger than the
extant literature study, so sample selection criteria could be driving prior results.

Breaches and Control Weaknesses

Table 6 examines relationships between breaches and SOX 404 material internal control weaknesses. Panel A presents
univariate information about reports of material weaknesses before and after data breaches. This panel suggests that there is
little relationship. Twenty-two Breach firms report internal control weaknesses in the year of the breach, but 25 Propensity-
Matched firms also report ICMW. Breach firms only report internal control weaknesses in about 2 percent of the firm years
prior to the breach disclosure and after the disclosure, consistent with rates for Propensity-Matched firms.

Panel B presents results of multivariate logit tests of the likelihood of reporting material internal control weaknesses
following data breaches. In columns (1) and (2), we contrast with Propensity-Matched firms per Equation (6). In columns (3)
and (4), we use the entire available population with propensity scores per Equation (7). In columns (2) and (4), we control for
prior ICMW. These results confirm that Breach firms do not experience greater future rates of material weaknesses than
Matched firms, which is not surprising given that relatively few of the companies in our sample report material weaknesses.
Thus, our results are counter to the three extant studies on SOX 404 and data breaches. The main difference between our study
and those studies is that we have a much bigger sample than the extant literature, indicating that sample selection criteria may
be driving some results.

TABLE 9
Summary of Hypotheses
Hypothesis Result
H1 On average, data breaches have a negative impact on short-term and long-term stock market returns. Not supported.
H2 After a data breach, future company performance is negatively affected. Not supported.
H3 On average, there will be an increase in audit fees and other fees around a data breach. Not supported.
H4 On average, there will be an increase in reported SOX 404 material weaknesses around a data breach. Not supported.
Journal of Information Systems Q) primchic -
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TABLE 10

Summary of Breach Consequences

Panel A: Percent of Companies with a Particular Negative Consequence

Main Economic Consequences

Negative Reduced SOX 404

CAR Performance Increased Material

[—1, 21] (Future ROA) Audit Fees Weakness
Breach Firms 51.70% 48.00% 68.00% 2.81%
Propensity-Matched 50.07% 48.50% 68.93% 3.34%
Market Value-Matched 50.91% 47.33% 68.67% 1.93%

This panel shows the percentage of Breach and Matched firms reporting negative performance after a data breach. Negative performance is defined as a
CAR [—1, 21] less than 0, a future change in ROA less than 0, a future change in audit fees less than 0, or a future ICMW. There is no significant
difference between percentages for Breach and Matched firms for any of the economic consequences.

Panel B: Percent of Companies with “X” Number of Negative Consequences

0 1 2 3 4
Breach Firms 10.04% 34.06% 38.67% 16.82% 0.41%
Propensity-Matched 10.96% 30.96% 41.64% 15.62% 0.82%
Market Value-Matched 11.19% 33.43% 40.06% 14.50% 0.83%

This panel shows the percentage of Breach and Matched firms reporting 0, 1, 2, 3, or 4 incidents of negative performance after a data breach. Negative
performance is defined as a CAR [—1, 21] less than O, a future change in ROA less than 0, a future change in audit fees less than 0, or a future ICMW.

Additional Tests

Clearly, some data breaches are catastrophic. Equifax, for example, lost approximately 36 percent of its market value
following its major 2017 breach. Many of the studies listed in Appendix A examine particular types of data breaches as well as
the types of information lost. For the additional analysis, we use a breach-level risk calculator available at https://
breachlevelindex.com/data-breach-risk-assessment-calculator. The website https://breachlevelindex.com/ compiles information
about data breaches worldwide. Since 2013, Gemalto, an international data security company that sponsors the website,
identified and published information about 8,590 data breaches, which was then used to evaluate associated risk. Gemalto’s risk
calculator generates risk levels from 1 to 10 based on the number of records exposed, the type of attack, and the type of
information lost. Based on the calculated risk level, they also provide severity categories that range from Minimal (1 to 2.9),
Moderate (3 to 4.9), Critical (5 to 6.9), Severe (7 to 8.9), and Catastrophic (9 to 10).

Panel A of Table 7 examines the impact of breach disclosures based on those severity categories. Although only 13 of the
827 breaches in our sample are in the Catastrophic category, those incidents clearly have more adverse impacts. The average
buy-and-hold return for the six months following a Catastrophic breach is greater than 10 percent, over 14 times that of the
Minimal-level breaches. As the severity level increases, companies are more likely to report the breach in an SEC 8-K filing
and be involved in litigation. In our sample, 44 firms reported cost figures related to responding to a breach. Those cost figures
are substantially higher for Catastrophic breaches.

We attempted various analyses to examine the impact of risk level and breach severity on accounting measures of
performance, audit fees, and ICMW, but we found few differences in the multivariate analyses, probably due to the relatively
few Catastrophic breaches. We conclude that, on average, there is little impact from a data breach except in those rare situations
involving massive data exposures.

We also consider the possibility that investors use a rational expectations model to react to the breach disclosure. We
examine whether the reported costs are related to CAR values in Panel B. We formed two groups based on reported breach
costs and contrasted CAR values with firms that did not report costs. There is clearly a strong relationship. The Breach firms
that did not report breach costs experienced CARs over the five-day, one-month, and three-month periods, and BHARs over the
six-month period that are not significantly different from 0. However, all the firms that reported costs had negative CARs over
those periods, and firms reporting high costs (as a percent of revenue) suffered substantial losses. The chart associated with
Panel B provides a summary of those relationships. This again indicates that many of the reported negative results of data
breaches are driven by those costly catastrophic breaches.
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Our final test examines whether analysts adjusted their forecasts around breach disclosures. Table 8 shows little evidence
that forecasts were changed. The average forecast earnings per share (EPS) increased and the standard deviation of estimates
decreased for Breach firms but not for Propensity-Matched or Market Value-Matched firms. The number of analysts following
Breach firms marginally increased. Therefore, we do not find a major impact on analysts’ forecasts.

Summary of Results and Contributions

Overall, the results suggest very few consequences to data breaches. Market returns for breach companies are nominally
lower, but not significantly different than the matched companies. There is no discernible impact on performance, measured as
future revenue, sales growth, return on sales, or return on assets. Also, there is no discernible impact on audit fees or other fees,
and companies that report data breaches are not more likely to report SOX 404 material internal control weaknesses. In
untabulated tests, we also examine whether results differ for companies with multiple breaches, companies that filed SEC 8-K
reports, companies with greater numbers of records exposed, or companies that faced class action lawsuits or federal and state
fines due to the breach. In all cases, the difference in results is not material. The only major impact that we identify is that as the
severity level of a breach increases, companies are more likely to report the breach in an SEC 8-K filing and be involved in
litigation, and for catastrophic breaches, the average buy-and-hold return is greater than 10 percent.

Unlike extant research, we use one consistent sample to study the economic consequences that may impact a company
after a breach over a longer period of time (2005-2018) than any prior study. Our sample is many times larger than that used by
most extant studies. Unlike the majority of prior literature, we do not find that most companies experience major consequences
after a breach.

Table 9 shows that none of the hypothesis are supported. Moreover, Panels A and B of Table 10 show that most companies
experience no unexpected consequences at all. Panel A of Table 10 compares the percentage of Breach firms suffering negative
economic consequences to both Propensity-Matched and Market Value-Matched firms. For Panel A, we define negative
consequences as a CAR [—1, 21] less than 0, a future change in ROA less than 0, a future change in audit fees less than 0, or a
future ICMW. In Panel B, we examine the percent of Breach or Matched firms that suffer multiple negative consequences.
Again, there is little difference among Breach and Matched firms. Therefore, our results explain the dichotomy between (most)
extant breach research and actual reality. Based on extant literature, it would seem that companies would attempt to limit
breaches because breaches are associated with bad economic consequences. Our results show that is not true. By stepping back
and taking a wholistic approach, our research better captures the realities of the real business world.

VI. CONCLUSION

As we asked earlier, why are companies not working harder (and investing more) to reduce the number of data breaches by
investing in cybersecurity? The answer seems to be that there are few, if any, significant consequences to the average company
that experiences a data breach. If there is not a significant impact on operations, why would companies invest to prevent data
breaches? While the rate of data breaches is increasing, many breaches are not detected or disclosed. The cost of data breaches
spills over from the initial targets to individuals and economically linked companies. As companies do not account for these
negative externalities, companies underinvest in cybersecurity. Companies are unlikely to change their investment patterns
unless the cost of breaches increases dramatically or regulatory bodies enforce change.

One potential way to help enforce that companies be accountable for data breaches is to require breaches to be reported in
an 8-K filing. This should help bring the breaches to the attention of regulators and investors. A second way is to expand SOX
404 requirements. Data breaches are the result of the lack of operational controls, specifically those over a company’s IT
systems. SOX 404 requires listed companies to annually evaluate and report on their IT and non-IT controls over financial
reporting. Cyberattacks, however, can enter companies not only from financial reporting systems, but also from operating
systems, which are not included in SOX 404 inspections/reports. In addition, breaches may be an indicator of material
weaknesses in controls across the company, which may be missed or reported later than sooner (Lawrence et al. 2018).
Therefore, breaches should be reported as a material weakness even if they have no significant impact on the stock market,
future performance, audit/other fees, or analyst forecasts.

Countries, like China, require the evaluation of not only financial reporting controls, but also controls over company
operations and operating systems. Should the U.S. expand SOX to cover all reporting systems making auditors/managers
annually evaluate operational controls as well as financial controls? If such an expanded regulatory system were put in place,
breaches (and a priori breach risk) should be captured by SOX 404 disclosures. Future research in such a regulatory regime
could determine how effective SOX 404 is at capturing these IT weaknesses. Specifically, if an expanded SOX 404 report
included an IT-related material weakness prior to the cybersecurity breach, then SOX is effective at helping companies,
regulators, and investors identify potential IT problems before they happen. If an expanded SOX 404 report never reports or
includes an IT-related material weakness until after a cybersecurity breach, then SOX is inadequately capturing the risk of
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cybersecurity breaches. A broadened SOX 404 should help encourage companies to take cybersecurity seriously and better
protect the private information of its customers and employees.
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Much Ado about Nothing: The (Lack of ) Economic Impact of Data Privacy Breaches 261
TABLE 12
Future Performance Impact
Panel A: Literature Review
Authors Year Cat Breach Time Matched Sales ROA ROE ROS P/E Div EBITDA, R&D Inv CGS SGA Oper Non- Cash Acq LT
Sample Period Sample Earn Exp Recur Flow Debt
Size Exp Vol
Ko and Dorantes 2006 DB 19 1997 Yes M M M ns ns ns
2001
Ko, Osei-Bryson, and 2009 SB 69 1997- Yes D*; Lg: 1T
Dorantes 2004 Avail: D Int: T
D*; IT
Int &
Lg:D
Zafar, Ko, and Osei- 2012 SB 119 1997— Yes I for D
Bryson 2007 WD &
DC
Gwebu, Wang, and Xie 2014 SB 174 Unknown ns
Hilary, Segal, and Zhang 2016 DB 213 2005- Yes Ns
(168) 2014
Akey, Lewellen, and 2018 DB 287 1999- Yes ns D* /ns* 1
Liskovich 2006
Bianchi and Tosun 2018 DB 41 2004 Yes (PM) ns Ns ns D* D* ns
2016
Kamiya, Kang, Kim, 2018 DB 188 2005 Yes (PM) D* ns (D* ns ns ns 1 ns I
Milidonis, and Stulz (144) 2017 (D* for forLg) (D*
Lg) for
Lg)
Lending, Minnick, and 2018 DB 271 2004 Yes (PM)
Schorno 2012
Panel B: Summary for Table 12
Breach Type n Matched Sample Propensity Matched Sample
Data Breach 6 3 3
Security Breach 3 2 0
Total 9 5 3
Panel C: Articles Significance Frequency Analysis
R R R P EBIT R I C S Non Cash
O O o0 / DA, & n G G Oper Recur Flow A LT
Breach Type Total Sales A E S E Div Earn D v S A Exp Exp Vol cq Debt
DB
ns/Mixed 15 3 3 0 1 1 0 1 1 2 1 0 1 0 0 1 0
At 10% 4 1 0 0 0 0 1 1 1 0 0 0 0 0 0 0 0
At 5% 7 0 1 1 1 0 0 0 0o 0 1 0 0 1 1 0 1
SB
ns/Mixed 1 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0
At 10% 0 0 0 0 0 0 0 0 0o 0 O 0 0 0 0 0 0
At 5% 3 0 2 0 0 0 0 0 0O 0 O 1 0 0 0 0 0
Total 30 4 6 1 2 1 1 3 2 2 2 1 1 1 1 1 1

* Indicates significance at p < 0.10.
Cat indicates category with DB = data breach (lost records), and SB = security breach. Sample size indicates the number of breaches (unique companies).
If a propensity matched sample was used, PM is indicated in the Matched Sample column. Div stand for dividends. Inv stands for investment or capital
expenditures. For the performance measures, * indicates significance at p < 0.10, ns indicates not significant, “D” indicates a decrease in the performance
with significance of at least p < 0.05, “I” indicates an increase in the performance measure. Avail stands for Availability breach. IT Int stands for IT
intensity. Lg stands for large company. WD stands for website defacement. DC stands for data corruption.
* Akey et al. (2018) find EBITDA to decrease one year after a breach (p < 0.10), but not four years after the breach.
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Authors and
Year

Li, No, and Boritz

2016

Chichernea,
Holder,
Petkevich, and
Robin
2018

Higgs et al.
2018

Lawrence et al.
2018

Westland
2018

Yen et al.
2018

Cat

SB

DB

DB

SB

DB

DB

Breach
Sample
Size

TABLE 13
Audit and Nonaudit Fee Impact

Time
Period

Matched
Sample

Findings

140 Nonfinancial
Companies/
Events That Were
Hacked

43 Companies

203 Customer Breaches

381 Firm-years
213 Companies
248 Confidentiality

Breaches for 164
Companies

2005-2015

2005-2015

2005-2014

2005-2012

2005-2015

2004-2013

Yes

Yes (PM)

Yes (PM)

Yes (PM)

A significant positive relationship between increases
in audit fees and hacking cyber incidents (not
other incidents). Increases in audit fees are
smaller for companies with prior cyber risk
disclosure, implying that auditors price material
cyber risk prior to the cyberattacks. In addition,
companies with repeated cyber incidents or cyber
incidents that involve intellectual property
experience the larger increases in audit fees.
Larger companies are breached more.

Breached companies are younger, have higher
growth and risk, and have longer tenure auditors
(who presumably spend less time on the audit)
who are paid more for nonaudit services,
compared to control companies. Some evidence
that audit fees are lower for breached companies.
Audit fees moderate the relation between
innovation attributes and subsequent data
breaches.

Customer record breaches are associated with an 8
percent increase in fees. External breaches (e.g.,
hacks, portable data thefts, or server thefts) drive
the results. The presence of board-level risk
committees and more active audit committees
may mitigate the audit fee increases.

Audit fees are positively related to operational
control risks (measured by data breaches).

Lower audit fees are associated with more breaches.

Audit fees are 13.5 percent higher after a
confidentiality security incident (and increase by
9.1 percent on average per breach), but are
negatively moderated by audit firm
characteristics, including Big 4, industry-specific
expertise, and longer tenure.

Cat indicates category with DB = data breach (lost records), and SB = security breach. If a propensity matched sample was used, PM is indicated in the
Matched Sample column.
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Much Ado about Nothing: The (Lack of ) Economic Impact of Data Privacy Breaches 263

TABLE 14
Sarbanes-Oxley Section 404 Material Weakness Reporting
Breach
Authors and Sample Time Matched
Year Cat Size Period Sample Findings
Amir et al. SB 276 (156) 20102015 Companies with fewer (previous) MWs are more likely to
2018 disclose breaches.

Lawrence et al. SB 381 Firm-years  2005-2012  Yes (PM)  Operational control risks (measured by data breaches) are related

2018 to the future financial reporting control weaknesses (p <
0.10), restatements, SEC comment letters, and audit fees, even
after controlling for current contemporaneous SOX 404
material weaknesses. Companies with high operational risk are
1.33 times more likely to have an accounting restatement and
1.39 times more likely to receive an SEC comment letter in
the concurrent or following year. Companies with data
breaches are 1.55 times more likely to report SOX 404
material weaknesses in the future. Audit fees are positively
related to operational control risks. Findings suggest that SOX
reporting may miss financial reporting problems or report
them later rather than sooner.

Westland DB 213 Companies  2005-2015 SOX 404 adverse decisions on effectiveness of controls occurred

2018 in 100 percent of credit card data breaches, and 33 percent of
insider breaches. SOX disclosure is poor at identifying control
weaknesses from unintended disclosures, physical losses,
hacking, malware, stationary devices, and unexplained
disclosures. Hazard and occupancy models show SOX 404
more than three times as informative as SOX 302. Company
size is not related to breaches.

Cat indicates category with DB = data breach (lost records); and SB = security breach. If a propensity matched sample was used, PM is indicated in the
Matched Sample column. MW stands for material weakness. SOX stands for Sarbanes-Oxley Act.

APPENDIX B

Variable Definitions

General

Breach Firm = 1 if firm disclosed a breach, 0 otherwise.

Propensity-Matched Firm =1 if firm matched to Breach Firm by propensity score based on industry, year, total assets, and
return on assets, 0 otherwise.

Market Value-Matched Firm = 1 if firm matched to Breach Firm by year, industry, and market value (Compustat PRCC_F
* CSHO), O otherwise.

Post X Breach Firm = interaction term indicating relationships post-breach disclosure for Breach Firm.

Table 1 Variables

Volume 33, Number 3, 2019

Market Value = market value (Compustat PRCC_F * CSHO ($mm)), log transformed.

Assets = total assets (Compustat at ($mm)), log transformed.

ROA = (return on assets) earnings before extraordinary items (Compustat IB) divided by total assets (Compustat AT).
ROS = (return on sales) earnings before extraordinary items (Compustat IB) divided by total revenue (Compustat REVT).
Sales Growth = revenue in year ¢ divided by revenue in year t—1, log transformed.

Forecast Error = analyst mean EPS forecast (I/B/E/S) for year 1, scaled by price at the beginning of the year.
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Audit Fees = log of audit fees (Audit Analytics).

Other Fees = miscellaneous nonaudit fees (Audit Analytics) divided by total fees (Audit Analytics).
ICMW = reported material weakness in internal control (Audit Analytics).

Future = values in year ++1 (following the data breach).

Table 3 Variables

Cumulative Daily Returns = sum of the log of daily returns (+1) over the designated return period.

Cumulative Excess Returns = sum of the log of daily returns less the equal-weighted market return (41) over the designated
return period.

Cumulative Abnormal Returns (CAR) = sum of the abnormal returns in the various event windows from Fama-French
four-factor models for each firm over the estimation period [—120, —5], where the Fama-French and momentum
factors are log transformed.

Standard Deviation of Returns = standard deviation of daily returns over the designated return period.

SD Prior Returns = standard deviation of daily returns over the estimation window [—120, —5] prior to the breach
disclosure.

Prior Share Turnover = average firm daily volume divided by the number of shares outstanding, log transformed, over the
estimation window prior to the breach disclosure.

Prior Market Value = average firm market value over the estimation window prior to the breach disclosure.

Prior Returns = average firm returns over the estimation window prior to the breach disclosure.

Prior Market Returns = average market return over the estimation window prior to the breach disclosure.

Table 4 Variables

Post = 1 if after the breach disclosure, O if before.

Total Revenue = total revenue (Compustat REVT ($mm)), log transformed.

Sales Growth = revenue in year ¢ divided by revenue in year t—1, log transformed.

Merger-Acquisition = 1 if an acquisition affected earnings, 0 otherwise.

Capital Expenditures = capital expenditures (Compustat CAPX) divided by total assets.

Asset Turns = total assets (Compustat AT) divided by total revenue (Compustat REVT).

Leverage = long-term debt (Compustat DLTT) divided by total assets (Compustat AT).

Pscore = the propensity score from a probit model of the likelihood of a breach conditioned on industry, year, total assets,
and return on assets.

Industry Sales Growth = average sales growth for the year and industry (Fama-French industry categories).

ROS = earnings before extraordinary items (Compustat IB) divided by total revenue (Compustat REVT).

Industry Performance = average change in Sales Growth/ROS/ROA for the year and industry (Fama-French industry
categories).

Assets-to-Equity Ratio = total assets (Compustat AT) divided by common equity (Compustat CEQ).

Prior Performance = firm performance in year ¢ for Revenue, Sales Growth, ROS, or ROA as appropriate.

Table 5 Variables

Audit Fees = log of audit fees (Audit Analytics).

Post = 1 if after the breach disclosure, O if before.

Other Fees = miscellaneous nonaudit fees (Audit Analytics) divided by total fees (Audit Analytics).

Market Value = market value (Compustat PRCC_F * CSHO ($mm)), log transformed.

Pscore = the propensity score from a probit model of the likelihood of a breach conditioned on industry, year, total assets,
and return on assets.

ICMW = reported material weakness in internal control (Audit Analytics).

Unqual Opinion = 1 if firm received an unqualified audit opinion, O otherwise.

Disc Ops =1 if firm reported discontinued operations, 0 otherwise.

Xtra Items = 1 if firm reported extraordinary items (Compustat XI), 0 otherwise.

Shares Issued =1 if firm issued common shares during the year, O otherwise.

Current Assets = working capital (current assets (Compustat ACT) minus current liabilities (Compustat LCT)) divided by
total assets (Compustat AT).
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Big4 =1 if auditor was a Big 4 firm, O otherwise (Audit Analytics).

AR/Inventories = accounts receivable (Compustat ARC) plus total inventories (Compustat INVT) divided by total assets
(Compustat AT).

Merger-Acquisition = 1 if an acquisition affected earnings, 0 otherwise.

Industry Sales Growth = average sales growth for the year and industry (Fama-French industry categories).

Book-to-Market Ratio = common equity (Compustat CEQ) divided by Market Value (Compustat PRCC_F * CSHO).

Geo Segments = number of geographic segments (Compustat).

Table 6 Variables

ICMW = reported material weakness in internal control (Audit Analytics).

Market Value = market value (Compustat PRCC_F * CSHO ($mm)), log transformed.

Pscore = the propensity score from a probit model of the likelihood of a breach conditioned on industry, year, total assets,
and return on assets.

ROA = earnings before extraordinary items (Compustat IB) divided by total assets (Compustat AT).

Debt-to-Market Ratio = long-term debt (Compustat DLTT) divided by Market Value (Compustat PRCC_F * CSHO).

Operating Cash Flow = operating cash flow (Compustat OANCF) divided by total assets (Compustat AT).

Loss = 1 if ROA < 0, 0 otherwise.

Geo Segments = number of geographic segments (Compustat).

Analyst Following = 1/B/E/S number of estimates.

Litigious Industry =1 if the firm is in a litigious industry (SIC codes 2833-2836, 3570-3577, 3600-3674, 5200-5961, and
7370), 0 otherwise.

Expected Loss =1 if the mean analyst EPS estimate (I/B/E/S) is less than 0, 0 otherwise.

All continuous variables except log transformed variables are winsorized 1 percent at each end of the distribution.
Subscripts indicating firm and year are suppressed unless indicating future values, e.g., it+1. Future indicates values in year
1.
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